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Abstract

We presenta higher-ordermoduledisciplinewith separatecompilationand
concurrentdynamiclinking. Basedon first-ordermodulesonecanprogram
securitypoliciesfor systemsthatlink modulesfrom untrustedlocations(e.g.,
Java). We introducea pickling operationthat writes persistentclonesof
volatile,possiblyhigher-orderdatastructuresonthefile system.Ourpickling
operationrespectslexical binding. Our moduledisciplineis basedon func-
tors, which areannotatedfunctionsthat areappliedto modulesandreturn
modules.Pickledcomputedfunctorscanbeusedinterchangeablywith com-
piled functors. In contrastto compiledfunctors,pickledcomputedfunctors
cancarrycomputeddatastructureswith them,whichhassignificantpractical
applications.

1 Introduction

Modularizationis anessentialtechniquefor developingandmaintainingsoftware
systems[12, 16]. Programminglanguagessupportmodularizationby replacing
completeprogramswith programfragmentscalled moduledefinitions. Module
definitionsresidein individual files andarecompiledseparately. Executionof a
moduledefinitioninstallsa module. Moduledefinitionstypically importmodules,
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which areidentifiedby file names.Dynamiclinking [4] is ascheme,whereexecu-
tion startswith asinglecompiledmoduledefinitionandfurthermoduledefinitions
areloadedandinstalledonly oncethey areneeded.The samemoduledefinition
canbeusedby many differentapplications.

Modula-2[16], Modula-3[10], Oberon[13], Objective Caml[8] andJava [2]
areexamplesof languagesthatsupportmodulesandseparatecompilation.Oberon
andJava alsosupportdynamiclinking.

A moduledefinitionspecifiesa functionthat takesmodulesasargumentsand
returnsa module. This observation relatesmoduledefinitionsto definitionsof
functional procedures[3]. We will usethe term functor to standfor the anno-
tatedfunctionspecifiedby a moduledefinition. Theannotationsspecifyfor each
importedmodulean externalnameanda type. Our functorsaredifferent from
SML’s [9] functorsin thatSML’s functorsdonothave annotations.

In functionallanguages[1, 9], proceduresareaccommodatedasfirst-classcit-
izens,which provides for powerful programmingtechniques.Similarly, we will
accommodatefunctorsandmodulesasfirst-classcitizens. This meansthat pro-
gramvariablescandesignatemodulesand functors,and that functor definitions
canbenestedinto functordefinitions.

Wewill presenttwo significantpracticalapplicationsof first-classmodulesand
first-classfunctors.

First-classmodulesmake it possibleto programflexible securitypoliciesfor
systemsthatobtainfunctorsfrom possiblyuntrustedlocationsin theInternet(e.g.,
Java). A securitypolicy may, for instance,completelydisallow operationson the
local file systemor querytheuserif suchanoperationis invoked.

For our secondapplicationwe introducepickling andunpickling operations.
Pickling writes a persistentcloneof a volatile datastructureon the file system,
calledapickle. Unpicklingreadsapersistentclonefrom thefile systemandobtains
a volatile clone. With first-classfunctors,pickling offers the possibility to write
computedfunctorson the file system.Pickledcomputedfunctorscanbeusedin
thesameway ascompiledmoduledefinitions.1 In contrastto compiledfunctors,
computedfunctorscancarry computeddatastructureswith them. This matters
since

1. a computeddatastructurecannow beloadedtogetherwith a functorrather
thanbeingcomputedanew for eachprocessusingit.

2. the functorsneededto computea datastructurearenot neededby thepro-
cessesusingthedatastructure.

1This comesfor freeif thecompileris implementedin thesamelanguageit compiles.Thenthe
compilersimplyexecutesthecompiledmoduledefinitionandpicklestheobtainedfunctor.
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To thebestof our knowledge,thesetwo applicationof first-classmodulesand
functorshave not beenproposedbefore.Thesameholdsfor our generalpickling
operation,whichrespectslexical scopingandaccommodatesfirst-classprocedures
andfunctors.Modula-3[10] hasanimplementation-dependent pickling operation
thataccommodatesfirst-orderdatastructuresbut breakssecurityinvariantsfor pro-
cedures.

Higher-ordermoduledisciplineshave beeninvestigatedthoroughlyin thecon-
text of ML (e.g.,[9, 15, 6, 7]). Thiswork focusesonexpressive statictypesystems
andmostlyignoresseparatecompilation.In contrastto our approach,functordef-
initions arenot seenascompilationunits. Compilationunitsappearasa separate
notionin Objective Caml[8].

Our moduledisciplineassumesa dynamicallytypedbaselanguage.Recon-
ciling our moduledisciplinewith a statictypesystemis a difficult researchissue.
However, it is importantto haveasimplereferencemodelof ahigher-ordermodule
disciplineandexplore its practicalapplications.This providespracticalguidance
for researchon thetechnicaldifficult issuesof statictyping. As it comesto typing,
SML andJava provide two importantandradicallydifferentreferencepoints. In
contrastto SML, Javamixesstaticwith dynamictypechecking.Dynamictypingis
amustfor dynamicallylinking systemsthatloadfunctorsfrom untrustedlocations.

Our modulesystemwas designedand implementedfor the next versionof
Oz [14, 11], adynamicallytyped,concurrentandhigher-orderlanguagethatbases
synchronizationof threadson logic variablesandprovidespowerful primitivesfor
constraintprogramming.Theuseof pickledcomputedfunctorsin additionto com-
piled functorshasprovenessentialfor theapplicationswehaveadaptedto thenew
modulediscipline.

Ourpresentationof themoduledisciplineemploysadynamicallytypedvariant
of SML’sbaselanguageextendedwith concurrentthreads.This is a rathergeneric
choicethat doesnot really commit us to a particularprogramminglanguage.To
provide for a sufficiently rigorousexplanationof dynamiclinking, we usefutures
asin Multilisp [5]. To our knowledge,this is thefirst rigorousmodelof lazy and
concurrentlinking (which is employedin Java).

The paperis organizedasfollows. Section2 startswith a first-ordermodule
disciplinewith eagerlinking. Section3 introducesmoduletypesand link-time
typechecking.Section4 addsconcurrentlazy linking basedonmodulemanagers.
Section5 addsfirst-classmodulesandshows how they canbe usedto program
securitypolicies. Section6 addspickles. Section7 addsfirst-classfunctorsand
discussespickledcomputedfunctors.
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2 Basic Notions

Westartwith asimplemoduledisciplinewhereall linking is donebeforetheactual
executionstarts.Weassumeasequentialbaselanguage.Functorsandmodulesare
notfirst-class.

Weassumethatthelanguageis implementedwith acompilerandavirtual ma-
chine(VM). Thecompilertranslatesfunctordefinitionsinto functorfiles. TheVM
loadsfunctorfiles, links theobtainedfunctorsandexecutesthem. Functordefini-
tions andfunctor files residein a file systemwhosefile namesarestringscalled
URLs. Thefile systemshouldbethoughtof asa combinationof thelocal file sys-
temandtheInternet-basedvirtual file systemprovidedby theURL infrastructure.
ThecompilerandtheVM areinvokedat thelevel of theoperatingsystem.

Modulesarevolatile structuresthat exist in a virtual machine.They take the
form of recordswhosefieldsareoftenhigher-order(e.g.,procedures).We distin-
guishbetweensystemmodulesandapplicationmodules. Systemmodulesprovide
accessto systemresourceslike the file systemandthe window system. System
modulesareprovidedby theVM. Applicationmodulesarecomputedby functors.

Everymoduleis associatedwith amodulename. Therearedifferentnamesfor
systemmodulesandapplicationmodules.Thenameof anapplicationmoduleis
theURL from which thefunctorthatcomputedit wasobtained.

A functor is anannotatedprocedure.Theprocedureis appliedto modulesand
returnsa module.Theannotationfix a namefor every argumentmodule,possibly
relative to theURL from which thefunctorwasobtained.

A functor definition is a text residingon a file. Functordefinitionsarecom-
piled with respectto a baseenvironment, thatprovidesthebasicoperationsof the
language(e.g.,operationsfor arithmetic).We assumethat thebasicoperationsof
the languagedo not usesystemresourceslike input andoutputchannels.Access
to systemresourcesmustbeobtainedthroughimportedsystemmodules.

TheVM is startedwith a URL, calledroot URL. Fromtheroot URL theVM
obtainsthe so-calledroot functor. The root functor specifiesnamesfor its argu-
mentmodules,possiblyrelative to the URL from which it wasobtained. If the
root functorneedsfurtherapplicationmodules,theVM continuesby loadingthe
respective functors.TheVM continuesloadingfunctorsuntil it hasbuilt thecom-
pletedependencygraph.

The nodesof the dependency grapharemodulenames.The links of the de-
pendency graphpoint from a modulenameN to the namesof the modulesthat
N imports. Every nodeof thedependency graphis reachablefrom theroot URL.
Namesof systemmodulesappearasleavesof thedependency graph.Thedepen-
dency graphmustbeacyclic.

Onceall functorsof the dependency graphare loaded,the VM appliesthe
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functorsin bottom-uporder. It terminateswhentheapplicationof theroot functor
terminates.Thechoiceof theprecisebottom-uporder(e.g.,from left to right) in
which functorsareappliedis left to theVM.

Thereadermaywonderwhy theVM canprovideactualservicesif all it doesis
applyingfunctors.Theansweris thata functormayusetheinput/outputfacilities
of animportedmodule(e.g.,a systemmodule).Typically, thiswill bedoneby the
root functor, whichwill only returna trivial module.

The VM can be called with the root URL and further commandline argu-
ments.Thecommandline argumentscanbemadevisible to theapplicationfunc-
torsthroughasystemmodule.

Thefollowing thingscangowrongwhile theVM is running.

1. TheVM maynotbeableto obtaina functorfrom aURL.

2. The functorsat the URLs may definea cyclic or an infinite dependency
graph.

3. A functorapplicationmayreturnan(error)exception.(For instance,because
afield of animportedmoduledoesnotexist or hasthewrongtype).

If somethinggoeswrong,theVM printsanerrormessageandterminates.
Note that in thecurrentmodelfunctorsareappliedexactly once. This means

that they cannotbeusedto obtainmultiple instancesof genericmodules.In Sec-
tion 5, we will extendour modelso that is provides for multiple applicationsof
functors.

Any dynamicallytypedlanguagewith lexically scopedfirst-classprocedures
(e.g,Scheme)canberearrangedto supportthedescribedmodulediscipline.

3 Module Types

Even in a dynamicallytyped languagewe can have sometype checkingat the
modulelevel. To do so, we needmoduletypes. A functor now statesa type for
eachargumentmoduleandthe resultmodule. Moreover, we needa relationthat
defineswhethera moduletypeT1 supportsa moduletypeT2. If a functorrequires
a typeT for anargumentmodule,any modulethathasa typethatsupportsT can
beusedasargument.

Themostprimitivemoduletypeswouldjustlist whichfieldnamesareexpected
or provided.ThenT1 supportsT2 if T1 listsat leastthefield nameslistedby T2.

Type checkingis neededat compiletime andat link time. Type checkingat
link time ensuresthat the supportrelationis satisfiedfor eachlink of the depen-
dency graph.Typecheckingat compiletime mayassumethata functordefinition
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declarestheimportedandexportedfield namesandchecksthatonly declaredim-
portfieldsareusedandall declaredexportfieldsareprovided.With suitablesyntax
thecompilermayalternatively infer all usedimport fieldsandall providedexport
fields.

Onemayusetypesfor fieldslike integer, procedure,or record.In this casethe
compilermustcheckthatdeclaredfield typesareconsistentlyused.

In astaticallytypedlanguage,onecandeclareandcheckmoreexpressive field
types. Now it becomesto inconvenientto declarein eachfunctor definition the
typesof all importedandexportedfields.

In Java andOberon,onedeclaresjust thetypesof theexport fields. Thetypes
of the import fieldsareknown by the compilerif they belongto systemmodules
andareotherwiseobtainedby thecompilerfrom theimportedfunctorfiles.

Modula-2andObjective Camlusefunctordefinitionsandcorrespondinginter-
facedefinitions. An interfacedefinition statesexportedfields togetherwith their
types. A functor definition canonly be compiledif the compiledinterfacedef-
initions for the functor andits importedfunctorsareavailable. Implementations
of Modula-2andObjective Camltypically representmoduletypesasfingerprints
(e.g.,MD5 checksums)andcheckequalityof fingerprintsat link time.

4 Concurrent Linking

We now move to a lazy linking strategy wherefunctorsareappliedin a top-down
orderwith respectto thedependency graph.Moreover, a moduleis only installed
whenoneof its fields is accessed.This meansthat executionof functorsandin-
stallationof modulesareinterleaved. This by-needstrategy is reminiscentof lazy
functionalprogramming.It is differentin thatcomputationis eagerexceptthatthe
installationof modulesis delayed.

We also move to a baselanguagewith concurrentthreads. In a concurrent
settinglazy linking is particularlyuseful sincethreadsthat do not block on the
installationof amodulecancontinuetheircomputation.

To explain lazy linking, we usethe notion of futuresfrom Multilisp [5]. A
future is a placeholderfor a datastructurethat is not yet computed.Oncethedata
structureiscomputed,it replacesthefuturesuchthatthefuturedisappears.Threads
canblockon theeventthata futureis needed.Thisway thedatastructurethatwill
replacea futurecanbecomputedby a threadthatwaitsuntil thefutureis needed.

WeassumethattheVM hostsamodulemanager thatis responsiblefor linking
andinstallationof modules.The modulemanagerhosta moduletable thatmaps
modulenamesto futuresor pairs � M � T � consistingof a moduleM andits typeT.
A modulenamethat is mappedto a future is linked but not yet installed,anda
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modulenamethatis mappedto apair � M � T � is linkedandinstalled.WhentheVM
starts,all systemmodulesarelinked.

Themodulemanagerhasamethod

link � U � T �
that takesa modulenameU anda moduletypeT andreturnsa futureM f repre-
sentingthemoduleidentifiedby U . Whena field of M f is accessed,thefollowing
happens:

1. If themoduleidentifiedbyU is notyet installed,it is installed.

2. If thetypeof theinstalledmodulesupportsT, thefutureM f is replacedwith
theinstalledmodule.

Concurrentapplicationsof thelink methodareservedundermutualexclusion.The
VM startswith linking andrequestingtheroot module.Theresthappensthrough
threadsspawnedby thelink method.

Themethodlink � U � T � is definedasfollows:

1. If U is not in thedomainof themoduletable,then:

(a) Createa new futureEf andextendthemoduletablesuchthat it maps
U to Ef .

(b) Spawn anew threadasfollows (installationof U):

i. Wait until Ef is needed.
ii. Loada functorF fromU ; raisea linking errorif this fails.
iii. Link theargumentmodulesof F.
iv. Apply F to theargumentmodules(someof themarepossiblyrep-

resentedasfutures)andobtainamoduleM.
v. ReplaceEf with thepair � M � TF � , whereTF is theresulttypeof F.

2. Let E betheentryto which themoduletablemapsU .

3. Createanew futureM f .

4. Spawn anew threadasfollows (typecheckingfor U):

(a) Wait until M f is needed.

(b) Wait until E is a pair � M � TM � . (If E is a future, this will requestits
elimination.)

(c) If TM supportsT, then replaceM f with M, elseraisea linking type
error.
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5. ReturnM f .

Note that concurrentlinking makes its possibleto have cyclic dependency
graphs. Java admitscyclic dependency graphssinceit allows for mutually de-
pendentclasses.

In thesequentialdiscipline,theVM terminatesoncetheapplicationof theroot
functorterminates.In a concurrentsettingit is preferableto have anexplicit shut-
down operationsince,for instance,threadsspawn by theroot functormaystill be
active whenits applicationterminates.The shutdown operationshouldbe made
availablethroughasystemmodule.

5 First-class Modules

Wenow move to a settingwheremodulesarefirst-classcitizens.In a dynamically
typedlanguagethis is a straightforward extensionsinceour disciplinerepresents
modulesanywayasrecords.

Weassumethatfunctorsprovidefirst-classaccessto theirargumentmodules.
First-classmodulesbecomeinterestingif we provide the possibility to freely

createnew modulemanagers.Let us assumethat a systemmoduleprovidesan
operation

link : moduleTable * URL * moduleType -> module

wheremoduleTable standsfor listsof triples

moduleName * module * moduleType

An application

link(mtab,u,t)

will createanew modulemanagerwhoseinitial moduletableis specifiedbymtab.
Thenthe link methodof thenew modulemanagerwill beappliedto (u,t) and
deliver theresultof thelink operation.

With thelink operationwe canapplya functormorethanonce.Hencewecan
now have genericmodules.

Anotherapplicationof thelink operationis theimplementationof securitypoli-
cies.Supposewe wantto install a functorfrom anuntrustedURL. We cando this
with anew modulemanagerwhoseinitial moduletableprovidesonly securedvari-
antsof thesystemmodules.Thesecuredvariantscanfor instancequerytheuser
if the the untrustedapplicationwantsto accessthe local file system. We have
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sufficient expressivity for constructingsecuredvariantsof systemmodulessince
modulesarerecordsandthelanguageis higher-order.

Java’s classloadersprovide partof theexpressivity of our link operation.Java
loosesexpressivity sinceclassesarein generalnotfirst-class.

6 Pickles

We now extendour modelwith two operationspickle andunpickle. The pickle
operationobtainsaportabledescriptionof adatastructure,calleda pickle, in aVM
andwritesit onafile. Theunpickleoperation readsapicklefrom afile andcreates
a cloneof the original datastructurein the VM in which the unpickleoperation
is invoked. In otherwords,pickling createsa persistentcloneof a volatile data
structure,andunpicklingcreatesavolatilecloneof apersistentclone.

Weareinterestedin picklessincewewill move to a settingwherefunctorsare
first-classcitizensandcanhencebepickled. Thingswill begeneralizedsuchthat
modulemanagerscanloadpickled functorsproducedby VMs aswell asfunctor
files producedby thecompiler.

Weneedto makeprecisewhatweunderstandunderadatastructureandwhich
datastructurescanbepickled.To doso,weassumethatour languagehasthedata
structuresof SML.

We assumeanexecutionmodelthatseparatescontrolstructures(i.e., threads)
from datastructures.All datastructuresresidein an abstractstore,whosestates
take the form of a directedgraph. The nodesof the graphrepresententitieslike
integers,records,variants(obtainedby constructors),assignablereferencescells,
procedures(i.e., closures),andoperations(i.e., built-in procedures).Procedures
arenodeswhosedepartinglinks point to lexically boundnodes.For instance,the
SML expression

let val x = fn y => z(y) in ... end

will bind x to a procedurenodewith one departinglink that points to the node
boundto z.

Given an executionstate,the datastructureassociatedwith a nodex in the
abstractstoreis themaximalsubgraphof theabstractstorethatis reachablefrom x.

We distinguishbetweentwo types of operations(i.e., built-in procedures).
Global operationshave the samesemanticsin every VM (e.g.,additionof num-
bersor creationof threads).Local operationsaffect the resourcesof a particular
VM andarehencetiedto aparticularVM. All operationsthatareavailablethrough
the baseenvironmentat compiletime areglobal. Accessto local operationscan
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only beobtainedthroughsystemmodules,whicharetied to theVM in which they
exist.

A datastructurein a VM can be pickled if and only if it doesnot contain
futuresor local operations.By excluding futures,we make surethat they arenot
cut off from the threadsthat aresupposedto eliminatethem. By excluding local
operations,we ensurethat loading a pickle will not createa datastructurethat
captureslocaloperationsof theloadingVM. This is anessentialsecurityproperty
of ourmodel(seealsoSection5).

If thepickle operationencountersa future,it requestsit andblocks. Oncethe
futureis eliminatedit resumes.Thiswaypickling is compatiblewith lazy linking.
If thepickleoperationencountersa localoperation,it raisesanerrorexception.

Next we make precisewhatwe meanby a cloneof a datastructure.Let x be
theoriginal datastructureandy bea cloneof x. Thenthegraphsreachablefrom
x andy mustbegraphisomorphicwith respectto their rootsx andy. Moreover,
thereferencecells reachablefrom x mustall bedifferentfrom thereferencecells
reachablefrom y. Finally, if we redirectall externallinks into thegraphrootedby
x to therespectivenodesof thegraphrootedby y, nodifferencemustbeobservable
whentheVM proceeds.

Modula-3[10] offers picklesthat dependon the implementationandthat are
differentfrom oursasit comesto proceduresandoperations.Picklesin Modula-3
do not containprocedures.Insteadof theactualprocedurestheir symbolicnames
will bepickled.WhentheVM unpicklesapickle,it will try to resolvethesymbolic
nameswith theproceduresit knows. Operationsaretreatedlike procedures.

7 Computed Functors

We now move to a languagewith first-classfunctors. This meansthat functor
definitionscancontainnestedfunctordefinitions,andthat functorscomputedby
nesteddefinitionscanbereferredto throughprogramvariables.

Wedistinguishbetweencompiledfunctorsandcomputedfunctors. A compiled
functor is obtainedby compilationof a functordefinition. Computedfunctorsare
obtainedby executingcompiledfunctorswhosedefinitionscontainnestedfunctor
definitions. Compiledfunctorscanonly have lexical bindingsto the datastruc-
turesof thebaseenvironment(seeSection2). Computedfunctorscanhave lexical
bindingsto all datastructuresthat the creatingcompiledfunctorssupplyto their
definitions.

Sincecomputedfunctorsare first-class,we can pickle them. This becomes
useful,if we assumethatmodulemanagerscanloadcompiledfunctorsaswell as
pickled computedfunctors. Pickledcomputedfunctorscancarry computeddata
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structureswith them.Thismatterssince

1. a computeddatastructurecannow beloadedtogetherwith a functorrather
thanbeingcomputedanew for eachvirtual machineusingit.

2. thefunctorsneededto computethecarriedwith datastructurearenotneeded
by thevirtual machineusingit.

To make theintroductionof pickledcomputedfunctorsconvenientandto ob-
tain well-structuredsourcefiles, the compiler shouldacceptsugareddefinitions
lookingasfollows:

computed functor
requires Ms
local Ds
functorDefinition
end

HerefunctorDefinitionis anordinaryfunctordefinition,whichwill createthecom-
putedfunctor. Thecompilerfirst transformsthesugareddefinitioninto theordinary
definition

functor
import pickle Ms
body

Ds
pickle.save(functorDefinition, fileName)

end

wherepickle is the nameof the systemmoduleproviding pickling andfileName
is the nameof the file from which the sugareddefinition wasobtained(modulo
suitablesuffixes).Thecompilerthencompilestheobtainedordinarydefinitionand
startstheVM with theobtainedfunctorfile. TheVM will executethepreparatory
definitionsDs using the modulesMs and then createthe computedfunctor and
pickle it to theright file.
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