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Abstract

We presenta higherordermoduledisciplinewith separateompilationand
concurrentdynamiclinking. Basedon first-ordermodulesonecanprogram
securitypoliciesfor systemghatlink moduledrom untrustedocations(e.g.,
Java). We introducea pickling operationthat writes persistentclonesof
volatile,possiblyhigherorderdatastructure®nthefile system Ourpickling
operationrespectdexical binding. Our moduledisciplineis basedon func-
tors, which are annotatedunctionsthat are appliedto modulesandreturn
modules Pickledcomputedunctorscanbe usedinterchangeablyith com-
piled functors. In contrasto compiledfunctors,pickled computedunctors
cancarrycomputediatastructuresvith them,which hassignificantpractical
applications.

1 Introduction

Modularizationis anessentiatechniquefor developingandmaintainingsoftware
systemg12, 16]. Programminganguagessupportmodularizationby replacing
completeprogramswith programfragmentscalled moduledefinitions Module
definitionsresidein individual files andare compiledsepagtely. Executionof a
moduledefinitioninstallsa module Module definitionstypically import modules,



which areidentifiedby file names Dynamiclinking [4] is a schemewhereexecu-
tion startswith a singlecompiledmoduledefinitionandfurthermoduledefinitions
areloadedandinstalledonly oncethey areneeded.The samemoduledefinition
canbeusedby mary differentapplications.

Modula-2[16], Modula-3[10], Oberon[13], Objective Caml[8] andJava [2]
areexamplesof languageshatsupportmodulesandseparateompilation.Oberon
andJava alsosupportdynamiclinking.

A moduledefinition specifiesa functionthattakes modulesasargumentsand
returnsa module. This obsenration relatesmodule definitionsto definitions of
functional procedureq3]. We will usethe term functor to standfor the anno-
tatedfunction specifiedoy a moduledefinition. The annotationspecifyfor each
importedmodulean externalnameand a type. Our functorsare differentfrom
SML's[9] functorsin thatSML’s functorsdo not have annotations.

In functionallanguage$l, 9], proceduresreaccommodatedsfirst-classcit-
izens,which providesfor powerful programmingtechniques.Similarly, we will
accommodatéunctorsand modulesas first-classcitizens. This meansthat pro-
gramvariablescan designatanodulesand functors,and that functor definitions
canbenestednto functordefinitions.

Wewill presentwo significantpracticalapplicationsf first-classmodulesand
first-classunctors.

First-classmodulesmale it possibleto programflexible securitypoliciesfor
systemghatobtainfunctorsfrom possiblyuntrustedocationsin theInternet(e.g.,
Java). A securitypolicy may, for instancecompletelydisallov operationson the
localfile systemor querytheuserif suchanoperatioris invoked.

For our secondapplicationwe introducepickling and unpickling operations.
Pickling writes a persistentclone of a volatile datastructureon the file system,
calledapickle. Unpicklingreadsa persistentlonefrom thefile systemandobtains
a volatile clone. With first-classfunctors,pickling offers the possibility to write
computedfiunctorson the file system.Pickledcomputedfunctorscanbe usedin
the sameway ascompiledmoduledefinitions! In contrastto compiledfunctors,
computedfunctorscan carry computeddatastructureswith them. This matters
since

1. acomputeddatastructurecannow be loadedtogethemwith afunctorrather
thanbeingcomputeda new for eachprocesaisingit.

2. thefunctorsneededo computea datastructureare not needecdby the pro-
cessesisingthedatastructure.

IThis comesfor freeif the compileris implementedn the samelanguagét compiles. Thenthe
compilersimply executeshe compiledmoduledefinitionandpicklesthe obtainedfunctor



To the bestof our knowledge thesetwo applicationof first-classmodulesand
functorshave not beenproposedefore. The sameholdsfor our generalpickling
operationwhich respectdexical scopingandaccommodatefirst-clasgprocedures
andfunctors.Modula-3[10] hasanimplementation-depeed pickling operation
thataccommodatefirst-orderdatastructuredut breakssecurityinvariantsfor pro-
cedures.

Higherordermoduledisciplineshave beeninvestigatedhoroughlyin thecon-
text of ML (e.qg.,[9, 15, 6, 7]). Thiswork focuseson expressie statictypesystems
andmostlyignoresseparateompilation.In contrasto our approachfunctordef-
initions arenot seenascompilationunits. Compilationunits appearasa separate
notionin Objectve Caml[8].

Our modulediscipline assumes dynamicallytyped baselanguage. Recon-
ciling our moduledisciplinewith a statictype systemis a difficult researchssue.
However, it is importantto have asimplereferenceanodelof ahigherordermodule
disciplineandexploreits practicalapplications.This providespracticalguidance
for researctonthetechnicaldifficult issuesof statictyping. As it comedo typing,
SML andJava provide two importantandradically differentreferencepoints. In
contrasto SML, Javamixesstaticwith dynamictypechecking.Dynamictypingis
amustfor dynamicallylinking systemghatloadfunctorsfrom untrustedocations.

Our module systemwas designedand implementedfor the next version of
0z[14, 11], adynamicallytyped,concurrenaindhigherorderlanguagdhatbases
synchronizatiorof thread<on logic variablesandprovidespowerful primitivesfor
constrainprogramming Theuseof pickledcomputedunctorsin additionto com-
piled functorshasprovenessentiafor theapplicationsve have adaptedo thenew
modulediscipline.

Ourpresentatioof themoduledisciplineemplg/s adynamicallytypedvariant
of SML's basdanguagextendedwith concurrenthreadsThisis arathergeneric
choicethatdoesnot really commitusto a particularprogramminganguage.To
provide for a suficiently rigorousexplanationof dynamiclinking, we usefutures
asin Multilisp [5]. To our knowledge,thisis the first rigorousmodelof lazy and
concurrentinking (whichis emplg/edin Java).

The paperis organizedasfollows. Section2 startswith a first-ordermodule
discipline with eagerlinking. Section3 introducesmoduletypesand link-time
type checking.Sectiond addsconcurrentazy linking basedon modulemanagers.
Section5 addsfirst-classmodulesand shavs how they canbe usedto program
securitypolicies. Section6 addspickles. Section7 addsfirst-classfunctorsand
discussegpickled computedunctors.



2 Basic Notions

We startwith asimplemoduledisciplinewhereall linking is donebeforetheactual
executionstarts.We assume sequentiabasdanguage Functorsandmodulesare
notfirst-class.

We assumeéhatthelanguagés implementedvith a compilerandavirtual ma-
chine (VM). Thecompilertranslategunctordefinitionsinto functorfiles TheVM
loadsfunctorfiles, links the obtainedfunctorsandexecutegshem. Functordefini-
tions andfunctor files residein a file systemwhosefile namesare stringscalled
URLs Thefile systemshouldbe thoughtof asa combinationof thelocal file sys-
temandthe Internet-basedgirtual file systemprovided by the URL infrastructure.
ThecompilerandtheVM areinvoked atthelevel of the operatingsystem.

Modulesarevolatile structureghat exist in a virtual machine. They take the
form of recordswhosefieldsare often higherorder (e.g.,procedures)We distin-
guishbetweersystenmodulesandapplicationmodules Systemmodulesprovide
accesgo systemresourcedike the file systemandthe windov system. System
modulesareprovidedby the VM. Applicationmodulesarecomputedoy functors.

Every moduleis associateavith amodulename Therearedifferentnamedor
systemmodulesandapplicationmodules. The nameof an applicationmoduleis
the URL from which thefunctorthatcomputedt wasobtained.

A functoris anannotategrocedureThe proceduréds appliedto modulesand
returnsa module. Theannotatiorfix a namefor every agumentmodule,possibly
relative to the URL from which thefunctorwasobtained.

A functor definitionis a text residingon a file. Functordefinitionsare com-
piled with respecto a baseervironment that providesthe basicoperation®f the
languag€e.qg.,operationdor arithmetic). We assumehatthe basicoperationof
the languagedo not usesystemresourcedik e input andoutputchannels.Access
to systenresourcesnustbeobtainedhroughimportedsystemmodules.

The VM is startedwith a URL, calledroot URL. Fromtheroot URL the VM
obtainsthe so-calledroot functor. The root functor specifiesnamesfor its argu-
mentmodules,possiblyrelative to the URL from which it wasobtained. If the
root functor needgurther applicationmodulesthe VM continuesby loadingthe
respectie functors. TheVM continuedoadingfunctorsuntil it hasbuilt the com-
pletedependencygraph

The nodesof the dependenc graphare modulenames. The links of the de-
pendeng graphpoint from a modulenameN to the namesof the modulesthat
N imports Every nodeof the dependencgraphis reachabldrom theroot URL.
Namesof systemmodulesappealasleasesof the dependencgraph. The depen-
dengy graphmustbeagyclic.

Onceall functorsof the dependenc graphare loaded,the VM appliesthe
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functorsin bottom-uporder It terminatesvhenthe applicationof theroot functor
terminates.The choiceof the precisebottom-uporder(e.g.,from left to right) in
which functorsareappliedis left to the VM.

Thereademaywonderwhy theVM canprovide actualservicesf all it doesis
applyingfunctors. The answeris thata functor may usethe input/outputfacilities
of animportedmodule(e.g.,a systenmodule). Typically, thiswill bedoneby the
root functor, whichwill only returnatrivial module.

The VM can be called with the root URL and further commandline amgu-
ments.The commandine agumentsanbe madevisible to the applicationfunc-
torsthrougha systemmodule.

Thefollowing thingscango wrongwhile the VM is running.

1. TheVM maynotbeableto obtainafunctorfrom a URL.

2. The functorsat the URLs may definea cyclic or an infinite dependenc
graph.

3. A functorapplicatiormayreturnan(error)exception.(Forinstancebecause
afield of animportedmoduledoesnot exist or hasthewrongtype).

If somethinggoeswrong,theVM printsanerrormessagandterminates.
Notethatin the currentmodelfunctorsareappliedexactly once. This means
thatthey cannotbe usedto obtainmultiple instance®f genericmodules.In Sec-
tion 5, we will extendour modelsothatis providesfor multiple applicationsof
functors.
Any dynamicallytypedlanguagewith lexically scopedfirst-classprocedures
(e.g,Schemekanberearrangedo supportthe describednodulediscipline.

3 Module Types

Evenin a dynamicallytyped languagewe can have sometype checkingat the
modulelevel. To do so, we needmoduletypes A functor now statesa type for
eachamgumentmoduleandthe resultmodule. Moreover, we needa relationthat
defineswhethera moduletype T; supportsa moduletype T». If afunctorrequires
atypeT for anagumentmodule,ary modulethathasa typethatsupportsT can
beusedasagument.

Themostprimitive moduletypeswouldjustlist whichfield namesareexpected
or provided. ThenT; supportsT, if T; lists atleastthefield namedistedby To.

Type checkingis neededat compiletime andat link time. Type checkingat
link time ensureghatthe supportrelationis satisfiedfor eachlink of the depen-
deng graph.Type checkingat compiletime may assumehata functordefinition
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declaregheimportedandexportedfield namesandchecksthatonly declaredm-
portfieldsareusedandall declaredxportfieldsareprovided. With suitablesyntax
the compilermay alternatvely infer all usedimport fieldsandall provided export
fields.

Onemayusetypesfor fieldslike integer, procedurepr record.In this casethe
compilermustcheckthatdeclaredield typesareconsistentlyused.

In a staticallytypedlanguagepnecandeclareandcheckmoreexpressie field
types. Now it becomesgo incorvenientto declarein eachfunctor definition the
typesof all importedandexportedfields.

In Java andOberon,onedeclaregust thetypesof the exportfields. Thetypes
of theimport fields areknownn by the compilerif they belongto systemmodules
andareotherwiseobtainedoy the compilerfrom theimportedfunctorfiles.

Modula-2andObjective Camlusefunctordefinitionsandcorrespondingnter
facedefinitions. An interfacedefinition statesexportedfields togethemwith their
types. A functor definition canonly be compiledif the compiledinterface def-
initions for the functor andits importedfunctorsare available. Implementations
of Modula-2andObjective Camlitypically represenmoduletypesasfinger prints
(e.g.,MD5 checksums)andcheckequalityof fingerprintsatlink time.

4 Concurrent Linking

We nov move to alazy linking stratgy wherefunctorsareappliedin atop-davn
orderwith respecto the dependencgraph. Moreover, amoduleis only installed
whenoneof its fieldsis accessedThis meanghat executionof functorsandin-
stallationof modulesareinterleaed. This by-needstrateyy is reminiscenof lazy
functionalprogramminglt is differentin thatcomputatioris eagerexceptthatthe
installationof moduleds delayed.

We also move to a baselanguagewith concurrentthreads. In a concurrent
settinglazy linking is particularly useful sincethreadsthat do not block on the
installationof a modulecancontinuetheir computation.

To explain lazy linking, we usethe notion of futuresfrom Multilisp [5]. A
future is a placeholdefor a datastructurethatis notyet computed.Oncethe data
structurdés computedit replaceshefuturesuchthatthefuturedisappearsThreads
canblock ontheeventthatafutureis neededThis way thedatastructurethatwill
replacea futurecanbe computeddy athreadthatwaitsuntil thefutureis needed.

We assumehatthe VM hostsa modulemanayer thatis responsibldor linking
andinstallationof modules.The modulemanagehosta moduletable that maps
modulenamedo futuresor pairs(M, T) consistingof amoduleM andits typeT.
A modulenamethatis mappedto a future is linked but not yet installed,and a



modulenamethatis mappedo apair (M, T) is linkedandinstalled. Whenthe VM
starts all systemmodulesarelinked.

Themodulemanagehasa method
link(U,T)

thattakesa modulenameU anda moduletype T andreturnsa future M¢ repre-

sentingthe moduleidentifiedby U. Whenafield of Mt is accessedhe following
happens:

1. If themoduleidentifiedby U is notyetinstalled,it is installed.

2. If thetypeof theinstalledmodulesupportsT, thefutureM+ is replacedvith
theinstalledmodule.

Concurrentpplicationf thelink methodaresenedundermutualexclusion.The

VM startswith linking andrequestingheroot module. Theresthappenghrough
threadsspavnedby thelink method.

Themethodink(U, T) is definedasfollows:

1. If U is notin thedomainof themoduletable,then:
(a) Createa new future E; andextendthe moduletablesuchthatit maps
U to Es.
(b) Spavn anew threadasfollows (installationofU):
i. Waituntil Es is needed.
ii. LoadafunctorF fromU; raisealinking errorif thisfails.
ii. Link theagumentmodulesof F.

iv. Apply F totheagumentmodulegsomeof themarepossiblyrep-
resentedsfutures)andobtaina moduleM.

v. ReplaceEs with thepair (M, Tg), whereTg is theresulttypeof F.
2. LetE betheentryto whichthemoduletablemapsU.
3. Createanew futureMs.
4. Spavn anew threadasfollows (type checkingfor U):

(a) Waituntil M¢ is needed.

(b) Wait until E is a pair (M, Ty). (If E is a future, this will requestits
elimination.)

(c) If Ty supportsT, thenreplaceM; with M, elseraisea linking type
error



5. ReturnMs.

Note that concurrentlinking makes its possibleto have cyclic dependency
graphs Java admitscyclic dependengc graphssinceit allows for mutually de-
pendentlasses.

In thesequentiatiiscipline,the VM terminateoncethe applicationof theroot
functorterminatesln a concurrensettingit is preferableo have anexplicit shut-
down operationsince,for instancethreadsspavn by theroot functormaystill be
active whenits applicationterminates.The shutdavn operationshouldbe made
availablethrougha systemmodule.

5 First-classModules

We now move to a settingwheremodulesarefirst-classcitizens.In a dynamically
typedlanguagehis is a straightforvard extensionsinceour disciplinerepresents
modulesanyway asrecords.
We assumehatfunctorsprovide first-classaccesgo theiragumentmodules.
First-classmodulesbecomeinterestingif we provide the possibility to freely
createnew modulemanagers.Let us assumehat a systemmoduleprovidesan
operation

link : nodul eTable * URL * nodul eType -> npodul e
wherenmodul eTabl e standdor lists of triples

nodul eNanme * nmodul e * nodul eType
An application

l'ink(nmtab, u,t)

will createanenw modulemanagewhoseinitial moduletableis specifiecoy nt ab.
Thenthe link methodof the nev modulemanagemill be appliedto (u, t) and
deliver theresultof thelink operation.

With thelink operatiorwe canapplyafunctormorethanonce.Hencewe can
now have genericmodules.

Anotherapplicationof thelink operatioris theimplementatiorof securitypoli-
cies. Supposeave wantto install a functorfrom anuntrustedJRL. We cando this
with anew modulemanagewhoseinitial moduletableprovidesonly securedvari-
antsof the systemmodules.The securedvariantscanfor instanceguerythe user
if the the untrustedapplicationwantsto accesghe local file system. We have



sufficient expressiity for constructingsecuredvariantsof systemmodulessince
modulesarerecordsandthelanguages higherorder

Java’s classloadersprovide partof the expressiity of ourlink operation.Java
loosesexpressiity sinceclassesrein generahotfirst-class.

6 Pickles

We now extend our modelwith two operationgpickle and unpickle. The pickle
opeiation obtainsaportabledescriptiorof adatastructure calleda pickle, in aVM
andwritesit onafile. Theunpikle opemtion readsa pickle from afile andcreates
a cloneof the original datastructurein the VM in which the unpickle operation
is invoked. In otherwords, pickling createsa persistentlone of a volatile data
structure andunpicklingcreatesa volatile cloneof a persistentlone.

We areinterestedn picklessincewe will move to a settingwherefunctorsare
first-classcitizensand canhencebe pickled. Thingswill be generalizeduchthat
modulemanagersanload pickled functorsproducedoy VMs aswell asfunctor
files producedoy the compiler

We needto male precisewhatwe understandindera datastructureandwhich
datastructuresanbe pickled. To do so,we assumehatour languagehasthe data
structureof SML.

We assumean executionmodelthatseparatesontrol structureqi.e., threads)
from datastructures.All datastructuregesidein an abstractstore,whosestates
take the form of a directedgraph. The nodesof the graphrepresenentitieslike
integers,records variants(obtainedby constructors)assignableeferencesells,
proceduregi.e., closures)and operationgi.e., built-in procedures).Procedures
arenodeswhosedepartinginks pointto lexically boundnodes.For instancethe
SML expression

let val x =fny =>2z(y) in... end

will bind x to a procedurenodewith one departinglink that pointsto the node
boundto z

Given an executionstate,the datastructureassociatedvith a nodex in the
abstracstoreis themaximalsubgraplof theabstracstorethatis reachablérom x.

We distinguishbetweentwo typesof operations(i.e., built-in procedures).
Global opeitions have the samesemanticsn every VM (e.g.,additionof num-
bersor creationof threads).Local opertionsaffect the resource®f a particular
VM andarehenceiedto aparticularvVM. All operationghatareavailablethrough
the baseernvironmentat compiletime are global. Accessto local operationscan



only be obtaineathroughsystemmoduleswhich aretied to the VM in which they
exist.

A datastructurein a VM can be pickled if andonly if it doesnot contain
futuresor local operations.By excluding futures,we make surethatthey arenot
cut off from the threadsthat are supposedo eliminatethem. By excludinglocal
operationswe ensurethat loading a pickle will not createa datastructurethat
capturedocal operationsf theloadingVM. Thisis anessentiakecurityproperty
of ourmodel(seealsoSections).

If the pickle operationencounters future, it requestst andblocks. Oncethe
futureis eliminatedit resumesThis way pickling is compatiblewith lazy linking.
If thepickle operationencounterslocal operationjt raisesanerrorexception.

Next we make precisewhatwe meanby a cloneof a datastructure.Let x be
the original datastructureandy be a cloneof x. Thenthe graphsreachabldrom
x andy mustbe graphisomorphicwith respecto their rootsx andy. Moreover,
thereferencecells reachabldrom x mustall be differentfrom the referencecells
reachabldromy. Finally, if we redirectall externallinks into the graphrootedby
x to therespectie nodesof thegraphrootedby y, nodifferencemustbeobserable
whentheVM proceeds.

Modula-3[10] offers picklesthat dependon the implementatiorandthatare
differentfrom oursasit comesto proceduresindoperationsPicklesin Modula-3
do not containproceduresinsteadof the actualproceduresheir symbolicnames
will bepickled. WhentheVM unpicklesapickle,it will try to resohe thesymbolic
nameswith the procedured knows. Operationsaretreatedik e procedures.

7 Computed Functors

We nonv move to a languagewith first-classfunctors. This meansthat functor
definitionscan containnestedfunctor definitions,andthat functorscomputedoy
nestedefinitionscanbereferredto throughprogramvariables.

We distinguishbetweercompiledfunctois andcomputedunctoss. A compiled
functoris obtainedby compilationof a functor definition. Computedunctorsare
obtainedby executingcompiledfunctorswhosedefinitionscontainnestedunctor
definitions. Compiledfunctorscanonly have lexical bindingsto the datastruc-
turesof thebaseervironment(seeSection2). Computedunctorscanhave lexical
bindingsto all datastructureghat the creatingcompiledfunctorssupplyto their
definitions.

Since computedfunctorsare first-class,we can pickle them. This becomes
useful,if we assumeahatmodulemanagersanload compiledfunctorsaswell as
pickled computedfunctors. Pickled computedfunctorscan carry computeddata
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structuresvith them. This matterssince

1. acomputeddatastructurecannow be loadedtogethemwith afunctorrather
thanbeingcomputeda new for eachvirtual machineusingit.

2. thefunctorsneededo computehecarriedwith datastructurearenotneeded
by thevirtual machineusingit.

To male the introductionof pickled computedunctorsconsenientandto ob-
tain well-structuredsourcefiles, the compiler should acceptsugareddefinitions
looking asfollows:

computed functor
requires Ms

local Ds
functorDefinition
end

HerefunctorDefinitionis anordinaryfunctordefinition,whichwill createthecom-
putedfunctor Thecompilerfirsttransformghesugaredlefinitioninto theordinary
definition

functor
import pickle Ms
body
Ds
pickle.save(functorDefinition fileNamé
end

wherepickle is the nameof the systemmoduleproviding pickling andfileName
is the nameof the file from which the sugareddefinition was obtained(modulo
suitablesufiixes). The compilerthencompilesthe obtainedordinarydefinitionand
startsthe VM with the obtainedfunctorfile. TheVM will executethe preparatory
definitions Ds using the modulesMs and then createthe computedfunctor and
pickleit to theright file.
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