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Abstract

Much progresshasbeenmadein distributedcomputingin the areasof distribution structure,
opencomputing faulttoleranceandsecurity Yet, writing distributedapplicationgemainsdiffi-
cult becausé¢he programmehasto managemodelsof theseareasexplicitly. A majorchallenge
is to integratethe four modelsinto a coherentdevelopmentplatform. Sucha platform should
male it possibleto cleanlyseparatan applications functionality from the otherfour concerns.
Concurrentonstrainprogramminganevolution of concurrentogic programminghasboththe
expressienessandthe formal foundationneededo attemptthis integration. As a first step,we
have designedand built a platform that separatesin applications functionality from its distri-
bution structure.We have prototypedsereral collaboratve toolswith this platform,including a
sharedgraphiceditor whosedesignis presentedn detail. The platform efficiently implements
DistributedOz, which extendsthe Oz languagewith constructso expressthe distribution struc-
ture andwith basicprimitivesfor opencomputing failure detectionandhandling,andresource
control. Oz appeardo the programmeiasa concurrenobject-orientedanguagewith dataflav
synchronization.Oz is basedon a higherorder state-avare,concurrentonstraintcomputation
model.

1 Introduction

Our societyis becomingdenselyinterconnectethroughcomputemetworks. Transferringnforma-
tion aroundthe world hasbecometrivial. The Internet,built on top of the TCP/IP protocolfamily,
hasdoubledn numberof hostseveryyearsincel981,giving morethan20million in 1997.Applica-
tionstakingadvantageof this new global organizatioraremushrooming Collaboratve work, from
its humblebeginningsaselectronicmail and network newsgroupsjs moving into workflow, mul-
timedia,andtrue distributedervironmentg25, 12, 6, 5]. Heterogeneouand physically-separated
information sourcesare being linked together Tasksare being delegatedacrossthe network by
meansf agentd26]. Electroniccommercas possiblethroughsecureprotocols.

Yet, despitethis explosive developmentdistributedcomputingitself remainsa majorchallenge.
Whyis this? A distributedsystemis asetof autonomougprocessedinkedtogetheby anetwork [48,
30, 8]. To emphasizehattheseprocessearenot necessarilyon the samemachine we call them
sites Sucha systemis fundamentallydifferentfrom a single process. The systemis inherently
concurrenandnondeterministic.Thereis no globalinformationnor globaltime. Communication
delaysbetweenprocesseare unpredictable.Thereis a large probability of localizedfaults. The
systemis sharedsouseramustbe protectedrom otherusersandtheir computationaagents.

*seif@sics.se  , Swedishinstituteof ComputerScience S-16428 Kista, Sweden

Tpvr@info.ucl.ac.be , Dép.INGI, Universit catholiquede Louvain, B-1348Louvain-la-Neue, Belgium
*perbrand@sics.se , Swedishinstituteof ComputerScience S-16428 Kista, Sweden

Sschulte@dfki.de , GermanResearclCenterfor Artificial Intelligence(DFKI), D-66123Saarbiicken, Germary



Single model

Multiple interacting models ) o
with added specifications

Distribution

structure Open computing

Distribution structure

o Open computing
Application

functionalit

=

Application Fault tolerance

functionality
Resource contro

and security

Resource control and security

—

These do not affect
functionality

Fault tolerance

O Part of problem

— Interaction between part

7]

Figurel: Thechallengesimplifying distributedprogramming

1.1 Identifyingtheissues

A distributed applicationshouldhave good perceved behaior, despitethe vicissitudesof the un-
derlying system. The applicationshould have good performancepe dependableand be easily
interfaceablevith otherapplications How canwe achiese this?

In the currentstateof theart, developinga distributedapplicationwith thesepropertiegequires
specialisknowledgebeyondthatneededo developanapplicationon a singlemachine.For exam-
ple,anew client-sener applicationcanbe written with Java RMI [33, 34]. An existing application
canbe connectedvith anotherthrougha CORBA implementation(e.g., Orbix) [37]. Yetin both
caseghetoolsareunsatishctory Justto reorganizethe distribution structurerequiresrewriting the
application. Becausehe Java specificationdoesnot requiretime-slicedthreads[15], doing such
areoganizationin Java may requireprofoundchangego the application. Furthermorewith each
new problemthatis addressecg.g.,addinga degreeof fault tolerancethe compleity of the appli-
cationincreases.To mastereach,the developermustlearna complex new tool in additionto the
ervironmenthe or shealreadyknows. A developerexperiencecnly in centralizedsystemss not
prepared.

Someprogresshasbeenmadein integrating solutionsto different problemareasinto a sin-
gle platform. For example,the EricssonOpenTelecomPlatform (OTP) [11], basedon the Erlang
languagg4, 54], integratessolutionsfor both distribution structureandfault tolerance.Erlangis
network transparenattheprocesdevel, i.e., messagebetweerprocessegaform of active objects)
aresentin the sameway independentlyf whetherthe processeareon the sameor differentsites.
The OTP goesfar beyond popularplatformssuchasJasa[33, 34] andis beingsuccessfullyusedin
commerciatelephoty productswherereliability is paramount.

Thesuccessf the Erlangapproactsuggestspplyingit to theotherproblemareasof distributed
computing.We identify four areasnamelydistribution structure opencomputing,fault tolerance,
andsecurity If theapplicationfunctionalityis included this meanghattheapplicationdesignehas
five concerns:

e Functionality: whattheapplicationdoesif all effectsof distribution aredisregarded.

¢ Distribution structure: the partitioningof theapplicationovera setof sites.



e Open computing: the ability for independently-writterapplicationsto interactwith each
otherin interestingvays.

¢ Fault tolerance: theability for theapplicationto continueproviding its servicedespitepartial
failures.

e Security: the ability for the applicationto continueproviding its servicedespiteintentional
interference An importantpartof fault toleranceandsecurityis resour ce control.

A possibleapproachs to separat¢hefunctionalityfrom the otherfour concerngseeFigurel). That
is, wewould like thebulk of anapplications codeto implementits functionality. Modelsof thefour
otherconcernsshouldbe smalland orthogonaladditions. Canthis approachwork? Thisis a hard
questiomandwe do notyet have a completeanswer But somethingscanbe said.

The first stepis to separatehe functionality from the distribution structure. We say that the
systemshouldbe both network-transparenandnetwork-avare. A systemis network-tanspaentif
computationdehae in the sameway independenbf the distribution structure. Applicationscan
be almostentirely programmedvithout consideringhe network. A systemis network-awae if the
programmemaintainsfull control over localizationof computationsandnetwork communication
patterns.The programmedecidesvherea computatioris performedandcontrolsthe mobility and
replicationof dataandcode.This allows to obtainhigh performance.

1.2 Towardsa solution

We have designedand implementeda languagethat successfullyimplementsthe first step,i.e.,

it completelyseparateshe functionality from the distribution structure. The resultinglanguage,
Distributed Oz, is a conserative extensionto the existing centralizedOz languagg10]. Porting

existing Oz programgo DistributedOz requiresessentiallyno effort. Why is Oz a goodfoundation
for distributedprogrammingBecausef threepropertied46]:

¢ Ozhasa solid formal foundationthatdoesnot sacrificeexpressvenes®r efficientimplemen-
tation. Oz is basedon a higherorder, state-avare,concurrentonstrainttomputatiormodel.
Oz appeargo the programmeras a concurrentobject-orientedanguagehatis every bit as
adwancedasmodernlanguagesuchasJava (seeSection3). The currentemulatorbasedm-
plementatioris asgoodor betterthanJava emulatord20, 19]. Standardechniquedor con-
currentobject-orienteddesignapply to Oz [28]. FurthermoreOz introducespowerful new
technigueshatarenot supportedy Java [16].

e Oz is a state-avare and dataflav language. This helpsgive the programmercontrol over
network communicatiorpatternsn a naturalmanner(seeSectiond). State-avarenessneans
thelanguagalistinguishebetweerstatelesslata(e.g.,proceduresr values) whichcansafely
be copiedto mary sites,and statefuldata(e.g., objects),which at ary instantmustreside
on just onesite [52]. Dataflav synchronizatiorallows to decouplecalculatinga valuefrom
sendingt acrosghenetwork [17]. Thisis importantfor lateng tolerance.

e Oz provideslanguagesecurity Thatis, referencego all languageentitiesare createdand
passedxplicitly. An applicationcannotforgereferencesor accesseferenceshathave not
beerexplicitly giventoit. Theunderlyingrepresentationf languageentitiesis inaccessibléo
the programmerOz hasan abstracstorewith lexical scopingandfirst-classproceduregsee
Section7). Theseareessentiapropertiego implementa capability-basedecuritypolicy [49,

53).

Allowing a successfuseparatiorof functionalityfrom distribution structureputssevererestrictions
onalanguagelt would bealmostimpossiblein C++ becaus¢hesemanticareinformalandunnec-
essarilycomplec andbecausé¢he programmehasfull accesgo all underlyingrepresentationgl7].

It is possiblen Oz becausef theabovethreeproperties Sofar, it hasnotbeennecessaryo change



the languagesemanticsnorethanslightly to accommodatelistribution! This may changein the
future. Furthermorework is in progresgo separatéhe functionalityfrom the otherthreeconcerns.
Currently DistributedOz providesthelanguagesemantic®f Oz andcomplementd in four ways:

¢ |t hasconstructdo expressthe distribution structureindependentiyof the functionality (see
Sectiord). Thesharedyraphiceditorof Section2 is designedaccordingo this approach.

¢ It hasprimitivesfor opencomputing,basedon the conceptof tickets (seeSection5). This
allowsindependently-runningpplicationgo connecandseamlesslgxchangedataandcode.

¢ It hasprimitivesfor orthogonalfailure detectionandhandling,basedon the conceptof han-
dlersandwatchers (seeSection6). This allows to build afirst level of faulttolerance.

¢ It supportsa capability-basedecuritypolicy andhasprimitivesfor resourcecontrolbasedn
theconcepbf virtual site (seeSection7).

In Distributed Oz, developingan applicationis separatednto two independenparts. First, only
thelogical architectureof thetaskis consideredTheapplicationis written in Oz without explicitly
partitioningthe computatioramongsites. Onecancheckthe safetyandlivenesspropertie$ of the
applicationby runningit on onesite. Secondthe applicationis madeeficient by specifyingthe
network behavior of its entities. In particular the mobility of statefulentities (objects)mustbe
specified For example,someobjectsmaybe placedon certainsites,andotherobjectsmaybegiven
aparticularmobilebehaior (suchasstatecaching).

The Distributed Oz implementationextendsthe Oz implementatiorwith four non-trivial dis-
tributedalgorithms.Threearedesignedor specificlanguageentities,namelylogic variablespbject-
records,and object-state. Logic variablesare boundwith a variable binding protocol (seeSec-
tion 4.2). Object-recordsare duplicatedamongsiteswith a lazy replication protocol (see Sec-
tion 4.3). Object-statenovesbetweensiteswith a mobile state protocol (seeSection4.4). The
fourth protocolis a distributed garbagecollection algorithm using a credit mechanism(see Sec-
tion 4.5). Garbagecollectionis partof the managemendf sharecentities,andit thereforeunderlies
theotherthreeprotocols.

1.3 Outlineof thearticle

Therestof this article consistsof six parts. Section2 givesthe designof a sharedgraphiceditorin
DistributedOz. It shavshow theseparatiobetweerfunctionalityanddistributionworksin practice.
Section3 givesan overview of the Oz languageandits executionmodel. Oz hasdeeprootsin the
logic programmingandconcurrentogic programmingommunitieslt isilluminatingto shav these
connections.Section4 presentdistributed Oz andits architectureand explainshow it separates
functionality from distribution structure. The four protocolsare highlighted, namely distributed
logic variables lazy replicationof object-recordsmobility of object-stateanddistributedgarbage
collection.Finally, Sections, 6, and7 discussopencomputing failuredetectiorandhandling,and
resourcecontrolandsecurity Thesethreesectionsare morespeculatie thanthe otherssincethey
describepartsof the systemthatarestill underdevelopment.

2 Shared graphic editor

Writing an efficient distributed applicationcan be muchsimplified by separatinghe functionality
anddistribution structure We have substantiatethis claim by designingandimplementinga proto-
type sharedgraphiceditor, anapplicationwhichis usefulin a collaboratve work ervironment.The
editoris seenby an arbitrarynumberof users. We wish the editorto behae like a sharedvirtual

ervironment.Thisimpliesthefollowing setof requirement¢seeFigure?). We requirethatall users

1For example portshave beenchangedo modelasynchronousommunicatiorbetweersites[52].
2A fortiori, correctnesandterminationfor nonreactie applications.
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beableto make updatego thedrawing atary time, thateachuserseeshis or herown updatesvith-
outary noticeabladelaysandthatupdatesnustbevisibleto all usersn realtime. Furthermorewe
requirethatthe samegraphicentity canbe updatedoy multiple users.This is usefulin a collabora-
tive CAD environmentwhenediting complex graphicdesigns.Finally, we requirethatall updates
aresequentiallyconsistentj.e., eachuserhasexactly the sameview of the drawing. Thelasttwo
requirementarewhat makesthe applicationinteresting. Using IP multicastto updateeachusers
visualrepresentatiorgsis donefor examplein the LBL Whiteboardapplication,? doesnot satisfy
thelasttwo requirements.

2.1 Logical architecture

Figure 3 givesthelogical architectureof our prototype.No assumptionare madeaboutthe distri-
bution structure.The drawing stateis representedsa setof objects. Theseobjectsdenotegraphic
entitiessuchas geometricshapesand freehanddrawing pads. Whena userupdateshe drawing,
eithera new objectis createdor a messageés sentto modify the stateof an existing object. The
objectthenpoststhe updateto a displaybroadcasterThe broadcastesendshe updateto all users
sothey canupdatetheir displays.The executionpathfrom userinputto displayupdateis shovn by
theheary curvedline. Theusersseea sharedstreamwhich guaranteesequentiatonsisteny.

New userscanconnecthemselesto the editorat ary time usingthe opencomputingability of
DistributedOz. The mechanisnis basedn “tick ets”, which aresimply text strings(seeSection5).
Any Oz procesghat knows the ticket can obtain a referenceto the languageentity. The graphic
editor createsa ticket for the User Managerobject, which is responsibldor addingnew users. A
new useris addedby usingtheticketto getareferenceao the UserManager Thetwo computations

3Availableat http://mice.ed.ac.uk/mice/archive



Server site

Client 1 site \‘/ Client n site
@ WM <~ oM | @ WMQCM

Figure4: Editorwith client-sener structure

Server site

Cached

Client n site
g\ }WMHCM‘ @F - WM cM

Figure5: Editorwith cachedgraphicstate

thenreferencehe sameobject. This transparenthppensa connectiorbetweenwo sitesin thetwo
computations Fromthat point onward, the computationspaceis shared.Whenthereareno more
referencedbetweertwo sitesin a computationthenthe connectiorbetweerthemis closedby the
garbagecollector Computationganthereforeconnectanddisconnecteamlessly

2.2 Client-server structure

To realizethe design,we have to specifyits distribution structure.Figure4 shovs onepossibility:

a client-serer structure. All objectsare stationary They are partitionedamonga sener site and
onesite peruser This satisfiesall requirement&xceptperformancelt workswell on low-lateng

networkssuchasLANS, but performancés poorwhenuserswho arefar apart,e.g.,in Swederand
Japanry to draw freehandsketchesor ary othergraphicentity that needscontinuousfeedback.
Thisis becausa freehandsketchconsistsof mary smallline sgmentsbeingdravn in a shorttime.

In ourimplementationup to 30 motion eventsper secondaresentfrom the graphicssubsystento

theOz processEachline sgmentrequiresupdatingthedrawing padstateandsendinghisupdateto

all userslf thestateis remote thenthelateng for oneupdateis oftenseveralhundredmilliseconds
or more,with alargevariance.



2.3 Cached graphic state

To solve the lateny problem,we changethe distribution structure(seeFigure5). We refinethe
designto representhe graphicstateandthe displaybroadcasteasfreely mobile (“cached”)objects
ratherthan stationaryobjects. The effect of this refinementis that partsof the graphicstateare
cachedat sitesthatmodify them. Implementingthe refinementequireschangingsomeof the calls
that createnew objects. In all, lessthan 10 lines of code out of 500 have to be changed. With

thesechangesfreehandsketchesdo not needarny network operationgo updatethelocal display so
performances satishctory Remoteusersseethe sketchbeingmadein realtime, with adelayequal
to thenetwork lateng. How is thismagicaccomplished™ is simple:whene&eranobjectis invoked
on a site, thenthe mobile stateprotocolfirst makesthe object’s statepointerlocal to the site (see
Sectiond.4). Theobjectinvocationis thereforealocal operation.

2.4 Push objectsand transaction objects

More refinededitor designscantake advantageof additionaldistribution behaiors of objects. For
example thedesignwith cachedbjectssuffersfrom two problems:

e Userswho simultaneouslymodify differentgraphicentitieswill interferewith eachother
throughthe display broadcaster The latter will bouncebetweenusersites,causingdelays
in updatingthedisplays.This problemcanbesolvedby usinga pushobject whichmulticasts
stateupdatedo all sitesthatreferenceheobject.Onepossibilityis to make thedisplaybroad-
casterinto a pushobject,thus maintainingsequentiabonsisteng while taking advantageof
a multicastnetwork protocol. Anotherpossibility is to make eachgraphicentity into a push
object.In this casethe useramay seeinconsistentiravings.

¢ If auserwishesto modify a graphicentity, thereis aninitial delaywhile the graphicentity’s
stateis cachedon the usersite. This problemcanbe solved by usinga transactionobject
which doesthe stateupdatelocally, while requestinga global lock on the object. The state
updatewill eventuallybe confirmedor rejected.

Both pushandtransactiorobjectsmaintainconsisteng of objectupdatesithe objectis definedby
asequencef states.It follows thatthereis still onegraphicstateandupdateso it aresequentially
consistent.The editor thereforestill supportscollaboratve design. Whatchangess how the state
sequencés seenandhow it is created.

Updatingthe editor to useeitheror both of theseobjecttypesmay requirechangingits spec-
ification or logical architecture. For example,the specificationmay have to be relaxed slightly,
temporarilyallowing incorrectviews. This illustratesthe limits of network-transparenprogram-
ming. It is not possiblein generatto indefinitelyimprove the performanceof a given specification
andlogical architectureby changingthe distribution structure. At somepoint, oneor both of the
specificatiorandarchitecturanustbe changed.

2.5 Final comments

Designingthe sharedgraphiceditor illustratesthe two-partapproachfor building applicationsin
DistributedOz. First, build andtestthe applicationusingstationaryobjects.Secondreducdateng
by carefully selectinga few objectsandchangingheir mobility behaior. Becausef transpareny;
this canbe donewith quite minor changedo the codeof the applicationitself. This cangive good
resultsin mary casesTo obtainthevery bestperformancehowever, it maybenecessaryo change
theapplications specificatioror architecture.

In boththe stationaryandmobile designsfault tolerances a separatéssuethat mustbe taken
into accountexplicitly. It canbe doneby recordingon a reliable site a log of all displayevents.
Crasheduiserddisappegrandnew usersaresenta compressetersionof thelog. Primitivesfor fault
tolerancearegivenin Section6.
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In generalmobileobjectsareusefulbothfor fine-grainmobility (cachingof objectstate)aswell
ascoarse-graimobility (explicit transferof groupsof objects). Thekey ability thatthesystemmust
provideis transparentontrolof mobility, i.e., controlthatis independentf the objects functional-
ity. Sections3.2and4 explainbriefly how thisis donein DistributedOz. A full explanationis given
in [52].

3 0Oz

Ozis arich languagebuilt from a smallsetof powerful ideas. This sectionattemptsto situateOz
amongits peers.We summarizdts programmingmodelandwe compareit with Prologandwith
concurrentogic languages.

Therootsof Oz arein concurrentindconstrainiogic programming.The goalof the Oz project
is to provide a firm foundationfor all facetsof computationnot just for a declaratve subset.The
semanticshouldbefully definedandbringthe operationabspect®utinto the open.For example,
concurrenyg and statefulexecutionmalke it easyto write programsthat interactwith the external
world[19]. Truehigherordernessesultsn compactmodulamprogramgl]. First-classomputation
spacesallow to programinferenceengineswithin the system. For example,it is easyto program
multiple concurrenfirst-classPrologtop levels,eachwith its own searchstratey [41].

Section3.1 summarizeghe Oz programmingmodel, including the kernellanguagesand the
abstraction$uilt ontop of it. Section3.2illustratesOz by meansof a nontrivial example,namely
the implementatiorof remotemethodinvocation. Section3.3 compare<Oz and Prolog. Finally,
Section3.4 givesthehistoryof Oz from a concurrentogic programmingviewpoint.



3.1 The Oz programming model

The basiccomputatiormodelis an abstractstoreobsered by dataflav threads(seeFigure6). A

threadexecutesa sequencef statements&nd blockson the availability of data. The storeis not
physicalmemory It only allows operationsthat are legal for the entitiesinvolved, i.e., no type
castingor addressalculation. The storehasthreecompartmentsthe constraintstore,containing
variablesandtheirbindings theprocedursstore containingprocedurealefinitions,andthecell store,
containingmutablepointers(“cells”). The constraintand procedurestoresare monotonic,i.e., in-

formationcanonly beaddedo them,notchangedr removed. Threadslock on availability of data
in the constrainistore.

The threadsexecutea kernellanguagecalled Oz ProgrammingModel (OPM) [44]. We briefly
describethe OPM constructsasgivenin Figure7. Statemensequencesare reducedsequentially
insideathread.Values(recordsnhumbersetc.) areintroducedexplicitly andcanbe equatedo vari-
ables.All variablesarelogic variablesdeclaredn anexplicit scopedefinedby thelocal construct.
Proceduresre definedat run-timewith the proc constructandreferredto by a variable. Proce-
dureapplicationslock until their first agumentrefersto a procedure Stateis createdexplicitly by
NewCell , which createsa cell, anupdatablepointerinto the constraintstore. Cellsareupdatedby
Exchange andreadby Access . Conditionalsusethe keyword case andblock until the condition
is trueor falsein the constraintstore? Threadsarecreatedxplicitly with thethread constructand
have their own identifier Exceptionhandlingis dynamicallyscopedandusesthetry andraise
constructs.

Full Oz is definedby transformingall its statementsnto this basicmodel. Full Oz supports
idioms suchasobjects,classesreentranfiocks, andports[44, 52]. The systemimplementsthem
efficiently while respectingheir definitions. We definethe essencef theseidiomsasfollows. For
clarity, we have madesmallconceptuasimplifications.Full definitionsmaybefoundin [16].

e Object. An objectis essentiallya one-agumentprocedurgObj M} that references cell,
whichis hiddenby lexical scoping.Thecell holdsthe object’s state. TheargumentMindexes
into the methodtable. A methodis a procedurahatis giventhe messagandthe objectstate,
andcalculateghe new state.

e Class. A classis essentiallyarecordthatcontainghemethodtableandattributenamesWhen
aclassis defined multiple inheritanceconflictsareresohedto build its methodtable.Unlike
Java, classesn Oz arepurevalues,.e.,they arestateless.

e Reentrant lock. A reentrantiock is a one-agumentprocedureglLck P} usedfor explicit
mutualexclusion,e.g.,of methodbodiesin objectsusedconcurrently P is a zero-agument
proceduredefiningthe critical section. Reentranimeansthat the samethreadis allowed to
reentetthelock. Callsto thelock maythereforebe nested.Thelock is releasediutomatically
if thethreadin the bodyterminatesor raisesanexceptionthatescapeshelock body.

e Port. A portis anasynchronoushannelthat supportsmary-to-onecommunication.A port
P encapsulatea streams. A streamis a list with unboundtail. The operation{Send P M}
addsMto theendof S. Successie sendsrom the samethreadappeaiin the orderthey were
sent.

3.2 Ozbyexample

It is not the purposeof this article to give a completeexpositionof Oz. Instead,we presentOz
by meansof a nontrivial example programthat is interestingin its own right. We showv how to
implementactive objectsin Oz, and asa corollary, we shawv that the sameprogramimplements
remotemethodinvocationin DistributedOz. An active objectis anobjectwith anassociatethread
(or process)muchlik e anactoror concurrentogic processinvokingamethodin anactive objectis

“Thekeyword if is reseredfor constrainapplications.



proc {NewStationary Class Init ?StatObj}
Obj={New Class Init}
S P={NewPort S}
N={NewName}

in
thread
{ForAll S
proc {$ M#R}
thread
try {Obj M} R=N
catch E then R=E end
end
end}
end
proc {StatObj M}
R in
{Send P M#R}
case R==N then skip
else raise R end
end
end
end

Figure8: RMI partl: Createa stationaryobjectfrom ary class

class Counter

attr i

meth init i<-0 end

meth inc i<- @i+l end

meth get(X) X=@i end

meth error raise some_error end end
end

Obj={NewsStationary Counter init}

{Obj inc}

{Obj inc}

{Print  {Obj get($)}

try {Obj error} catch X then {Print X} end

Figure9: RMI part2: A stationarycounterobject
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SICStusProlog Oz
Constraints  Incrementakolverwith tell Incrementabkolverwith ask,tell
Control Backtrackingandcoroutining Explicit dataflav threads,encapsu-
latedsearch
Higherorder Call, assert First-classprocedureswith lexical
scoping
State Objectsmutablesassert Objectscells

Tablel: OzandProlog

doneby explicitly sendingamessagéo theassociatethread.As wewill see thiskind of objecthas
awell-defineddistribution behaior in DistributedOz. Becauseéhreadsarestationaryin Distributed
Oz,theobjectsalsoarestationaryandresideontheir creatiorsite. Invokingtheobjectfrom aremote
sitebehaesexactly like aremotemethodinvocation.

In Distributed Oz, objectsare mobile by default andwill executeon the invoking site, inside
theinvokingthread.This is implementedy alightweightmobility protocolthatserializeghe path
of the object’s statepointeramongthe invoking sites(seeSection4). Oneway to make an object
stationaryis to wraptheobjectinsideaportandcreateathreadthatinvokestheobjectwith messages
readfrom the port’s stream.The objectis accessednly from thisthread sothe objectis stationary

Figure8 definegheprocedureNewStationary  thatimplementstationaryobjectsby wrapping
theminsidea port. It takesa classClass andinitialization messagénit , andreturnsa procedure
StatObj . The*?” is a commentthat denotesan outputargument. Inside NewStationary , an
objectObj is createdaswell asa port P andits associatedtreams. A threadis createdhatsenes
eachmessageappearingon S. This is doneusingthe higherorderprocedurgForAll S Proc}
whereProc is a one-agumentprocedure. The threadwaits until a messagevi#Rappearson the
streamS andthen executesthe procedurecall {Proc M#R}. The procedurestartsa threadthat
invokesthe objectwith {Obj M} andbindsR eitherto a uniquenameN denotingnormalexecution
or to an exceptionE. The useof the lexically-scopednen nameN avoids conflicts with existing
exceptionsLet usnow considethe procedurestatObj . A threadexecutingStatObj sendsonthe
port P the pair M#RwhereMis the messag@andR is a logic variablefor the answer It suspendsn
R until the correspondingnethodis executedsuccessfullyor an exceptionis returned.In the latter
casethe exceptionis reraisedn thethreadexecutingStatObj

We seethat Oz allows the programmetrto provide genericabstractionghat can be usedlater
without concernfor their implementation. It is not necessaryo understandNewStationary  in
orderto useit. Thisis becausé¢he objectsit createshave the sameOz semanticasobjectscreated
by the standardgrocedureNew

Figure9 definesaCounter classcreates stationaryinstanceQbj , andsendsseveralmessages
to Obj. WhetherObj is createdby NewStationary  or New; its languagebehaior is the same.
TheCounter classdoesnothave any ancestorsthereforeno inheritancedeclaratiorappearsEach
instanceof Counter hasoneattributei andfour methods An attributeis a mutableentity thatcan
be accessednd modified from within a method. A methodis definedby a methodhead,which
is a record,and a methodbody, which is a statement.Dynamicbindingis supportedhroughthe
useof self insidea methodbody. Accessinghevalueof anattributeis doneby the operator* @.
Assigninga new valueto an attribute is doneby the operator“<- ". Therefore the methodinit
initializesi to 0, the methodinc increments , the methodget getsthe currentvalueof i, and
themethoderror raisesthe somevhatunusualexceptionsome_error . Oz hassyntacticsupport
for embeddingstatementsn expressions.A statementanbe usedas an expressionby usinga
“$” to marktheresult. Therefore{Print  {Obj get($)}}  is equivalentto local X in {Obj
get(X)} {Print X} end.
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Concurrentogic programming Oz
Constraints  None,exceptin AKL Incrementabkolverwith ask,tell
Control Fine-grainconcurrenyg Explicit dataflav threads,encapsu-
latedsearch
Higherorder Restricted First-classprocedureswith lexical
scoping
State Stream-basedbjects Objectscells

Table2: Oz andconcurrentogic programming

3.3 Ozand Prolog

Thereis a strongsensdan which Oz is a successoto Prolog(seeTable1). The Oz systemcanbe
usedfor mary of the tasksfor which Prologandconstraintiogic programmingare usedtoday[32,
41, 21, 45]. Like Prolog, Oz hasa declaratve subset. Like Prolog, Oz hasbeengeneralizedo
arbitraryconstrainsystemgcurrentlyimplementedarefinite domainsandopenfeaturestructures).
Ozis fully definedandhasan efficientimplementatiorcompetitive with the bestemulatedProlog
systemg19, 35, 50]. EventhoughOz hasmuchin commonwith Prolog,it is nota Prologsuperset.
Oz doesnothave Prologsreflective syntax(i.e., dataandprogramshave the samesyntax),nordoes
it have the meta-programmindacilities (like call/l , assert/l ) or the userdefinablesyntax
(operatordeclarations).

Thefoundationof Prologs successs the high abstractiorievel of its declaratve subsetnamely
first-orderHorn clauselogic with SLDNF resolution[29]. What's missingfrom Prologis thatlittle
attempts madeto give the samefoundationto anything outsidethedeclaratve subset.Two decades
of researchhave resultedin a solid understandingf the declaratve subsetand only a partial un-
derstandingf therest® This resultsin two mainflaws of Prolog. First, the operationahspectsre
too deeplyintertwinedwith the declaratve. The controlis naive (depth-firstsearchandeager The
interactve top level hasa specialstatus:it is lazy, but unfortunatelyinaccessibléo programs.It is
lazy becausenew solutionsare calculateduponuserrequest.lt is inaccessibléo programsj.e., a
programcannotinternally setup a queryandrequestolutionslazily. To provide atop level within
aprogramrequiregprogramminga meta-interpretethuslosinganorderof magnitudan efficiency.
Second}o expressarything beyond the declaratve subsetrequiresad hoc primitivesthatarelim-
ited anddo not alwaysdo theright thing. Thefreeze/2  providescoroutiningasa limited form
of concurreny. Thecall/l andsetof/3  provide only alimited form of higherordernessAll
theseproblemsaresolvedin Oz.

3.4 Ozand concurrent logic programming

Ozis thelatestin along line of concurrentogic languagesTable2 compare$z with concurrent
logic programmindanguagesFirst experimentswith concurreng weredonein the venerabldC-
Prologsystemwherecoroutiningwasusedto simulateconcurrenprocessesThis led to the Parlog
languageand ConcurrentProlog. The advent of GHC simplified concurrentiogic programming
considerablyby introducingthe notion of quietguards A clausematchinga goal will fire only
if the guardis entailedby the constraintstore. This formulationandits theoreticalunderpinning
werepioneereddy the work of Maherand Saraswvat asthey gave a solid foundationto concurrent
logic programmind31, 40]. Onthepracticalside,theflat versionsof ConcurrenPrologandGHC,
called FCP and FGHC respectiely, were the focus of muchwork [13, 43]. The KL1 language,
derived from FGHC, wasimplementedn the high-performanc&LIC system. This systemruns
on sequentialparallel,anddistributed machineg14]. A numberof implementatiortechniquesn
the currentDistributed Oz systemhave beenborrovedfrom KLIC, notablythedistributedgarbage
collectionalgorithm.

5Thenon-declaratie aspechasreceved someattention e.g.,[36, 39, 3].
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Kind of entity Protocol Entity
Stateless Replication Eager record,procedureglass
Lazy object-record
Singleassignment Binding Eager logic variable
Lazy logic variable
Stateful Localization Mobile cell, object-state
Stationary| port,thread

Table3: Semantic®f DistributedOz

An importantsubsequerdevelopmentvasAKL (AndorraKernelLanguage)23], whichadded
explicit statein the form of portsandprovidedthefirst synthesiof concurrentandconstrainiogic
programming AKL encapsulatesearchoy usingnestecdcomputatiorspacesA computatiorspace
is aconstrainstorewith its associatedoals.Searchs doneby allowing procedureso bedefinedby
asequencef don't-know guardedtlausesThesealefinitionsdenotadisjunctions Whenlocal propa-
gationcannotchoosebetweerdifferentdisjuncts thentheprogramis freeto try themby cloningthe
computatiorspace.Theinitial Oz system Oz 1, waslargely derivedfrom AKL, but addedthe no-
tionsof higherorderproceduresnorecontrollablesearchhy makingcomputatiorspacedirst class,
compositionabyntax,andthecell primitive for mutablestate.Concurreng in Oz 1 is fine-grained.
Whena statemensuspendsa new threadis createdhatcontainsonly thesuspendedtatementThe
mainthreadis not suspendebut continueswith the next statement.

All concurrentiogic languagesup to andincluding Oz 1 were designedor fine-grainedcon-
curreny andimplicit exploitation of parallelism. The currentOz language Oz 2, abandonghis
modelin favor of explicit controlover concurreng by meansof athreadcreationconstruct.Thread
suspensiomndresumptionis still basedon dataflav usinglogic variables. Our experienceshavs
thatexplicit concurreng malkesit easierfor the userto controlapplicationresourceslt allows the
languageo have anefficientandexpressie object-orienteagnodelwithoutsequentiastatethreading
within methoddefinitions. It alsoallows easyincorporationof a corventionalexceptionhandling
constructinto the languageand last but not leasta simple dehugging model. In the currentOz
systemconcurreny is usedmostly to modellogical concurreng in the applicationratherthanto
increasepotentialparallelism.

4 Distributed Oz

Distributed Oz hasthe samelanguagesemanticsasOz. Distributed Oz separateapplicationfunc-
tionality from distribution structureby defininga distributedsemanticgor all language=ntities[52,
51, 17, 18]. Thedistributedsemanticextendsthe languagesemanticgo take into accountthe no-
tion of site. It definesthe network operationsnvokedwhena computations partitionedon multiple
sites.We classifythelanguageentitiesinto threebasictypes(seeTable3):

¢ Statelesgntitiesarereplicateceagerly(recordsprocedures;lassespr lazily (object-record).
¢ Singleassignmengntities(logic variables)areboundeagerlyor lazily [17].

o Statefulentitiesarelocalizedandareeithermobile by default (cell, object-statepr stationary
by default (port, thread)[52]. What movesis not the state,but the site that hasthe right to
createthe next state.We saythatthis site hasthe statepointer.®

For eachof theseentities, network operation$ are predictable which givesthe programmetthe
ability to managenetwork communicationsln therestof this sectionwe presenthefour distributed
algorithmsusedto implementthe languageentities. Section4.1 introducesthe conceptof access

6In [52] it is calledthe content-ede
7In termsof the numberof network hops.
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structue, which modelsalanguageentity thatis accessiblérom morethanonesite. Thedistributed
behaiior of alanguageentityis definedasa protocolbetweerthenodesof its accesstructurej.e.,as
adistributedalgorithm.Sectionst.2explainstheusesof distributedlogic variablesandshovshow to
bind themwith avariable bindingprotocol. Sectionst.3 and4.4 shov how to build mobile objects
that have predictablenetwork behavior by usinga lazy replication protocolfor the object-record
(explainedin Section4.3) anda mobilestateprotocolfor the object-statéexplainedin Sectiond.4).
The network behaior of logic variablesandobjectshighlightsmostclearly the designphilosophy
of DistributedOz. Finally, Section4.5 explainsthe distributedgarbagecollectionalgorithm,which
underlieghe managemernf accesstructures.

() Variable (when unbound),%?\ Record (with fields) R Thread (with references)

@ Cell (state pointer) R Procedure (with external references)

Figure10: Languageentitiesasnodesn agraph

4.1 Thedistribution graph

We modeldistributed executionin a simple but precisemannerusingthe conceptof distribution
graph We obtainthe distribution graphin two stepsfrom an arbitrary executionstateof the sys-
tem. Thefirst stepis independentf distribution. We modelthe executionstateby a graph,called
language graph, in which eachlanguageentity exceptfor an objectcorresponds$o onenode(see
Figure10). Objectsarecompouncentitiesandareexplainedin Section4.3.

In thesecondstep,weintroducethe notionof site Assumeafinite setof sitesandannotateeach
nodeby its site (seeFigure1l). If anode,e.g.,N2, is referencedy at leastonenodeon another
site, thenmapit to a setof nodes,e.g.,{P1,P2,P3,M}. This setis calledthe accessstructue of
the original node. An accesstructureconsistsof oneproxy nodePi for eachsite thatreferenced
the original nodeandonemanajer nodeMfor the whole structure.The resultinggraph,containing
bothlocal nodesandaccesstructuresvherenecessarys calledthedistribution graph Mostof the
exampleprotocolexecutiondn this article usethis notation.

Eachaccesstructureis givena globaladdresghatis uniquesystem-wide.The globaladdress
encodewariouspiecesof informationincludingthe managesite. Proxy nodesareuniquelyidenti-
fied by pairs(globaladdress,site)On eachsite,the globaladdressndexesinto a tablethatrefersto
the proxy. This allows to enforcethe invariantthat eachsite hasat mostoneproxy. Messagesire
sentbetweemodesin accesstructuresin termsof sites,a messagés sentfrom the sourcenodes
siteto thedestinatiomodesssite. In themessag®ody; all referencesireto nodesonthedestination
site. Thesenodesareidentifiedby theglobaladdressesf theiraccesstructuresWhenthemessage
arrives,thenodesarelookedup in the sitetable.

Language graph Distribution graph

access structure for N2

N1 N2 N3 — > NL PL @ P2 P3 N3
O— —0 = o= %O
| | | Z
Sitel | Sie2 | Site 3 Site 1 | Site2 Site 3

Figurell: Accessstructuren thedistribution graph
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Thread initiates binding and blocks
Proxy requests binding

1
2
3 Manager grants binding & multicasts to all proxies
4 Proxy informs thread, allowing thread to continue

Figure12: Bindingalogic variable

Proceduresnd other values(recordsand numbers.etc.) are copiedeagerly i.e., they never
resultin anaccesstructure® A procedurds only sentonceto ary site’® andhasonly onecopy on
thesite. A procedureconsistof a closureanda codeblock, eachof whichis givenaglobaladdress.
Messagesontainonly the globaladdressesanduponarrival the missingcodeblocksandclosures
arerequestedmmediately

4.2 Distributed logic variables

Logic variablesexpressdependenciesetweencomputationsvithoutimposingan executionorder
This propertycanbe exploitedin distributedcomputing:

e Two basicproblemsin distributed computingare lateng toleranceandthird-partyindepen-
dence.Usinglogic variablesnsteacf explicit messageassinganimprovethesewo aspects
of anapplicationwith little programmingeffort.

¢ Usinglogic variablescommondistributedprogrammingdiomscanbeexpresseth anetwork-
transpareniannertthatresultsin optimalor nearoptimalmessagéraffic.

Thesebenefitsarerealizeddueto a practicaldistributedalgorithmfor rationaltreeunification,which
is usedto bind logic variableq17]. Thealgorithmis efficiently implementedn the DistributedOz
systemastwo parts:alocal algorithmanda distributedalgorithm. Most of the work of unification
is donelocally. Thedistributedalgorithmdoesonly variablebinding. We briefly describet here.

Thetwo basicoperation®nlogic variablesarebindingandwaiting until bound.A logic variable
X canbeboundto a datastructureor to anothewariable. Thealgorithmis the samen bothcaseslf
mary bindingsto X areinitiated concurrently(from oneor moresites),thenonly onewill succeed.
Theotherbindingsarethenretriedwith theentity to which X is bound.By default, bindingis eager.
Thatis, the new valueis immediatelysentto all sitesthatknow aboutX. This meanshata bound
variableis guaranteetb eventuallydisappeafrom the system.

We illustratethe binding algorithmwith an example. In the distribution graph,alogic variable
shaws up asan accessstructure. Figure 12 shows a variablethat exists on threesites. A thread
on site 2 initiatesa binding of the variableby informing its proxy (messagd) andthenblocking.
The proxy asksthe manageto bind the variable(message). The manageinformsall proxiesof

8In [52] thereis avariantdesignin which objectsareproceduresindall proceduresirecopiediazily.
9Unlessa garbageeollectionremoresit.
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the binding (messaga), thusbinding the variableeagerly Whena proxy recevesthe binding, it
informsall waiting thread9messagé). Thethreadghencontinueexecution.

Logic variablescanhave differentdistributedbehaiors, aslong asnetwork-transparengis sat-
isfiedin eachcase.A logic variableis eager by default. This givesmaximallateng toleranceand
third-partyindependencetHowever, this may causethe bindingto be sentto sitesthatdo not need
it. We saythatalogic variableis lazyif its valueis only sentto a sitewhenthesiterequestst (e.g.,
whenathreadneedshevalue).A lazy variablehasbettermessageompleity, i.e., fewer messages
areused.ln somecasese.g.,implementingoarriersynchronizatiorusinga short-circuittechnique,
lazy variablesare preferable.Eagerandlazy variablesobey the samedistributed unificationalgo-
rithm, differing only in the schedulingof onereductionrule [17]. Distributed Oz currently only
implementsagevariableswith aminor changeat cando both. A programmeannotatiorcanthen
decidewhethera variableis eageror lazy.

Object record

class Account
attr bal:0
meth trans(Amt)
bal<- @bal+Amt Cell
end
meth getBal(B)
B = @bal
end
end

< ~
& theClasstheName Class r_ecord
pointer and object

State ! trans/ \ getBal identifier
record state
bal |
A={New Account trans(100)} 100

Figure13: An objectwith oneattributeandtwo methods

4.3 Maobileaobjects

Objectsin Distributed Oz obey a lightweight objectmigration protocolthat preserescentralized
objectsemanticandallows for precisepredictionof network behaior. Existing systemswith mo-
bile objectsdo not usesuchanalgorithm. They move the objectsby creatinga chainof forwarding
referenceg34, 24, 7]. This chainis short-circuitedwhena messagés sentor after a giventime
delay This givesgoodaverage-casaumberof network hopswhenmoving anobject,but very bad
worst-casenumberof hops. A designprinciple of Distributed Oz is for third-party dependencies
to alwayseventuallydisappearUsing chainsis thereforeunacceptablesincetheintermediatdinks
in the chainmay lastindefinitely. Instead we have designedhe mobility protocolpresentedhere,
whichhasa much-improvedworst-casdehaior.

In thedistributiongraph,anobjectshavs upasacompoundentity consistingof anobject-record,
aclassrecordcontainingproceduregthemethods)a cell (containingthe statepointer),andarecord
containingthe objects state. The distributedbehaior of the objectis derivedfrom the behaior of
its parts. Figure 13 shavs an objectA thathasoneattribute, bal , andtwo methodstrans and
getBal . Theobijectis representedsanobject-recorawith threefields. Thest field containscell,
whosestatepointerrefersto the objects staterecord.Thecl field containghe classrecord,which
containsthe proceduredrans andgetBal thatimplementthe methods.Theid field contains
theobjects uniqueidentifiertheName . The object-recordandthe classrecordcannotbe changed.
However, by giving a new contentto thecell (i.e., updatingthe statepointer),the objectstatecanbe
updated.

Figure14 shows anobjectA thatis local to Site 1. Thereareno referenceso A from ary other
sites. Figure 15 shavs an objectA with oneremotereference.The objectis now partof anaccess
structurevhosemanagers on Site1 andthathasoneproxyon Site2. A localobjectA is transformed
toaglobal(i.e.,remotely-referencedjbjectwhenamessageeferencing? leavesSite 1. A manager
nodeMais createdon Site 1 whenthe messagdeaves. Whena messageeferencingA arriveson
Site2, thenaproxy nodePa2 is createdhere.
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Figurel5: A globalobjectwith oneremotereference

Figurel6shavswhathappensvhenthreadT invokesA from Site2. At first, only theproxy Pa2
is presenbn Site 2, nottheobjectitself. The proxy asksits managefor a copy of theobject-record.
This causesan accessstructureto be createdfor the cell, with a manageMc andoneproxy Pc1.
Theclassrecordis copiedeagerlyanddoesnot have a uniqueglobaladdressA messageontaining
theclassrecordanda cell proxy is sentto Site 2. The object’s stateremainson Site 1.

Figurel7 shovswhathappensvhenthemessagarrives.A secondoroxy Pc2 is createdor the
cell. Theclassrecordis copiedto Site 2 andproxy Pa2 becomeghe object-recordA. Thesitetable
now refersto theobject-recordThemobilestateprotocol(seeSectiordt.4) thenatomicallytransfers
thecellto Site2. Becaus®f thesitetable,ary furthermessagew® Site2 containingreferenceso the
objectwill immediatelyreferto thelocal copy of the object-recordwithoutrequiringarny additional
network operations.

Figure18 shavs whathappensfterthecell is transferredo Site2. Thenew state State2 , is
createdon Site 2 andwill containthe updatedobjectstateafterthe methodfinishes.The old state,
Statel , maycontinueto exist on Site 1 but thecell nolongerpointsto it.

Figure19 shavswhathappensf Site 1 invokesthe objectagain.Thecell is transferreackto
Site 1. Thenew state,State3 , is createdon Site 1 andwill containthe updatedobjectstateafter
themethodfinishes.The old state,State2 , may continueto exist on Site 2 but the cell no longer
pointsto it.

Thereare severalinterestingthingsgoing on here. First, the objectis alwaysexecutedocally.
The cell's statepointeris alwayslocalizedbeforethe methodstartsexecutingandit is guaranteed
to staylocal duringthe methodexecutionwhile the objectis locked. Secondthe classcodeis only
transferredonceto ary site. Only the statepointeris moved aroundafter the first transfer This
makesobjectmobility very lightweight. Third, all requestgor the objectareserializedby thecell's
managemode. This simplifiesthe protocolbut introducesa dependeng on the managersite. A
morecomplicatedprotocol(notshovn here)canremove this dependeng[52].
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Statel

Statel

Figurel7: Theobjectis invokedremotely(2)

4.4 Mobilestate

The freely mobile objectsshowvn in Section4.3 are compositeentitiesthat useseveral distributed
algorithms.The object-records copiedoncelazily (whenthe objectis first invoked), the methods
are copiedalongwith it, andthe objects statepointeris moved betweensitesthatrequestit. At
all times, the statepointerof the object’s cell accessstructureexists at exactly one proxy, or is in
transitbetweertwo proxies. The protocolthatmovesthe statepointer, the mobilestateprotocol,is
particularlyinteresting.This protocolmustguarantee€onsisteng betweerconsecutie states!f the
consecutie statesareon differentsites,this requiresanatomictransferof the statepointerbetween
thesites. A sitethatwantsthe statepointerrequestst from the cell managerandthe latter sendsa
forwardingcommando the sitethathasthestatepointer Thereforehemanageneedso storeonly
onepieceof information,namelythe site containingthe statepointer[52].

Figure20 shavs a cell Creferencedrom two sites. The cell’s statepointeris on Site 1 andSite
2 requestst whenthreadT doesthe operationr{ Exchange C X Y}. It suficesto know thatthe
exchangeés anatomicswapthatsetsthe new stateto Y (i.e., to State2 ) andinitiatesa binding of
Xto theold stateStatel

Figure21 shows (a) proxy Pc2 requestinghe statepointerby sendinga Get messagéo man-
agerMc, and(b) themanagesendinga Forward messagéo theproxythathas(or will eventually
have)thestatepointer namelyPcl. Thereforehemanagecanaccepanotherequestmmediately;
it doesnotneedto wait until the statepointerstransferis complete.

Figure22 shavs Pcl sendingto Pc2 a Content messageontainingthe old state,Statel
Theold statemaystill exist on Site 1 but Pc1 nolongerhasapointerto it. Figure23 showvsthefinal
situation.Pc2 hasthestatepointer which pointsto State2 . Xis boundto Statel

This protocolprovidesa predictablenetwork behaior. Therearea maximumof threenetwork
hopsfor thestatepointerto changesites;only two if themanageis onthesourceor destinatiorsite;
zeroif thestatepointeris ontherequestingsite. The protocolmaintainssequentiatonsisteny, that
is, cell exchangegupdateof the statepointer)aredonein aglobally consistenbrder
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Figure19: Theobjectmovesbackto Site 1

4.5 Distributed garbage collection

Accessstructuresare built and managedautomaticallywhen languageentitiesbecomeremotely
referenced.This happensvhene&er messagesxchangedetweemodeson differentsitescontain
referenceso othernodes. If the references to alocal node,thenthe memorymanagementyer
convertsthe local nodeinto an accessstructure. We saythe local nodeis globalized While the
messages in the network, the accessstructureconsistsof a managerand one proxy. Whenthe
messagarrives at the destinationsite, thena new proxy is createdthere. Accessstructurescan
reducen sizeanddisappeacompletelythroughgarbagecollection.

Distributedgarbagecollectionis implementedy two cooperatingnechanismsa local garbage
collectorper site anda distributed creditmechanisnto reclaimglobal addressesA local garbage
collectorinformsthe creditmechanisnwhena nodeis no longerreferencednits site. Corversely
the creditmechanismnformsthe local garbagecollectorwhena nodeis no longerremotelyrefer
enced.Local collectorscanbe invoked at ary time independentlyf othersites. Therootsof local
garbagecollectionareall nodeson its site thatarereachabldrom non-suspendethreadnodesor
areremotelyreferenced.

A global addresss reclaimedwhenthe nodethatit refersto is no longerremotelyreferenced.
This is doneby the credit mechanismwhich is informed by the local garbagecollectors. This
schemeaecoversall garbageexceptfor cross-sitecycles. The only cross-sitecyclesin our system
occurbetweendifferentobjectsor cells. Sincerecordsand proceduresare both replicatedcycles
betweenthemwill be localizedto single sites. The credit mechanisndoesnot suffer from the
memoryor network inefficienciesof previousreference-countingcheme$38].

We summarizebriefly the basicideasof the creditmechanism Eachglobal addresss created
with aninteger (its deb) representinghe numberof creditsthathave beengivenoutto othersites
andto messagesAny site or message¢hatcontainghe globaladdressnusthave at leastonecredit
for theglobaladdressThecreationsiteis calledtheowner All othersitesarecalledborrowers. A
nodeis remotelyreferencedf andonly if its debtis nonzero.

Initially thereareno borrovers,sothe owner's debtis zero. Theownerlendscreditsto ary site
or messagéhatrefersto the nodeandincrementsts debteachtime by the numberof creditslent.
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Figure21: (a) Site 2 requestshe statepointer;(b) Site1 is askedto forwardit

Whena messagarrivesat a borrower, its creditsareaddedto the creditsalreadypresent.Whena
messagarrivesat the owner, its creditsaredeductedrom the owner’s debt. Whena borrover no
longerlocally references nodethenall its creditsaresentbackto the owner. Thisis doneby the
local garbagecollector Whenthe owner’s debtis zerothenthe nodeis only locally referencedso
its globaladdreswill bereclaimed.

Considerthe caseof a cell accessstructure. The managesite is the owner, andall othersites
with cell proxiesare borrowers. A proxy disappearsvhenno longerlocally referenced.It then
sendsts creditbackto the manager If the proxy containsthe statepointer, thenthe statepointer
is transferrechackto the managesite aswell. Remarkthatthis removesa cross-sitecycle within
the cell accessstructure. Whenthe managerecoversall its creditthenit disappearsandthe cell
becomes local cell again. Whenthe local cell hasno local referencesthenit is reclaimed.If the
local cell becomeglobalagain(becaus@ messageeferringto it is sentacrosghe network), thena
new manageris createdcompletelyunrelatedo thereclaimedone.

5 Open computing

We saya distributedsystemis openif independently-runningpplicationscaninteractin interesting
ways[9]. In generalthis meanghatthe systemmusthave commonground,in theform of common
frameworks or languagesthat applicationscanuseto interact. Typical examplesare commonin-

formationformatsfor exchangingnformation,commonprotocolsfor electroniccommerceetc. As

afirst requirementapplicationamustbe ableto establishconnectionavith computationghat have

beenstartedndependenthacrosghe net. A secondequirements thatapplicationsshouldbe able
to initiate new distributedcomputations.

5.1 Connectionsand tickets

Oz usesa ticket-basednechanisnto establishconnectiondetweenndependenOz sites. In the
completesystem both the ticketsandthe connectionsequirea mechanisnfor providing security
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Figure23: Site 2 hasthe statepointer

(seeSection?). In this sectionwe explain the basicmechanisnwithout discussingsecurityissues.
Onesite(calledthesenersite)createsticketwith which othersites(calledclientsites)canestablish
aconnection.Theticketis a charactestringwhich canbe storedandtransportedhroughall media
thatcanhandletext, e.g.,phonelines,electronicmail, paperandsoforth.

Theticketidentifieshoththe sener siteandthe languageentity to which aremotereferencewill
be made.Independentonnectionganbe madeto differententitieson the samesite. Establishing
a connectiorhastwo effects. First, the sitesconnectby meansof a network protocol(e.g., TCP).
Secondjn the Oz computationspace a references createdon the client site to a languageentity
onthesener site. The secondeffect canbeimplementedyy variousmeansj.e., by passinga zero-
argumentprocedure by unifying two variables,or by passinga port which is thenusedto send
further values. Oncean initial connectionis establishedthen further connectionsas desiredby
applicationscan be built from the programmingabstractionsavailablein Oz. For example,it is
possibleto definea classC on onesite, passC to anothersite, definea classD inheritingfrom C on
thatsite,andpassD backto theoriginal site. Thisworksbecaus®istributedOz s fully transparent.

Ozfeatureswo differenttypesof tickets: one-shoticketsthatarevalid for establishing single
connectioronly (one-to-oneonnections)andmary-shotticketsthatallow multiple connectiongo
theticket’s sener (mary-to-oneconnections) One-to-oneconnectionsare usefulwhenconnecting
to newly-startedcomputeseners(seeSection5.2). Many-to-oneconnectionsreusefulin collabo-
rative applicationssuchasthe sharedgraphiceditor of Section2. Multiple usersneedto connecto
thesameapplicationin orderto contributeto acommondesign.

We sketcha smallexamplefor one-to-oneconnections:

Server Client
STkt={Connection.offer X} CTkt={QueryUser}
{PutOnWebPage STkt} X={Connection.take CTkt}
{ProcessData X} X=data( ---)
The sener offers X with the systemprocedureConnection.offer , Which is part of the module

Connection . Thisprocedurdakestheofferedvalueandreturnsanew one-shoticketSTkt , which
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is madeavailableon a Web page.Theuserreadsthe page retrievestheticket, andtypesit in atthe
clientsite,which putsit in variableCTkt . ThesystermprocedureConnection.take  thenreturnsa
referenceo X, which becomes sharedeferencebetweerthe clientandsener. In this example, X
is asharedogic variable.lt couldhave beenary languagesntity, e.g.,anobjector a port. Theclient
bindsX andthe senerreadsits value. This passesnformationfrom theclientto the sener.

5.2 Remotecompute servers

Distributedapplicationsmainly fall into two categories. In the first cateyory, applicationsinvolve
geographically-distribtedresources.For example,in the sharedgraphiceditor of Section2 the
usersare the distributed resources.In the secondcategory, applicationsuse multiple networked
computergo increasecomputatiorspeed Theseapplicationsareoftenstructuredasa singlemaster
computatiorthatcoordinates setof slave computationsThe actualcomputatioris carriedout by
theslaves.

To supportthe seconccategyory, Oz providesthe ability to createremotecomputeseners,which
areaccessibleasOz objects. This is implementedusing the ticket mechanism After the compute
senerhasbeensetup, it canbegiventasksto doin theform of proceduresThefollowing example
showvs oneway to usea computesener:

S={New RemoteServer init( ~ wallaby.ps.uni-sbh.de )}
{Print  {S run( fun {$} 4+5 end $)}}

Theremotesenersiteis starteconthecomputemvith Internetaddress wallaby.ps.uni-sh.de
Therun methodakesazero-agumentfunctionthatis executedattheremotesener. In theexample,
two numbersareaddedandtheresult9 is returnedo the original site,whereit is printed.

Settingup a remotesener is donein two steps. Assumethat a site wishesto createa remote
sener andthenbecomea client to the sener. First, the potentialclient createsan independently-
runningOz sitewith thehelpof theoperatingsystem'° Secondaconnectioris establishethetween
thepotentialclientandtheremotesener. Thisis doneby passingaone-shoticketfrom thepotential
clientto the sener. The sener takesa logic variablethathasbeenofferedby the clientandbinds
it to a stationaryprocedurgseeSection3.2). This stationaryproceduras usedon the clientsideto
implementherun methodshavn in the exampleabove.

As anapplicationof thisidea,we arecurrentlyinvestigatingdistributedsearchenginegor solv-
ing combinatorialconstraintproblems.First experimentsshov encouragingpeedup Oz supports
the two aspectof distributedsearchenginesn a powerful way: searchenginescanbe easilypro-
grammedn Oz [42], andthelanguagesupportdistributedcomputingwell.

6 Failuredetection and handling

An applicationis fault-tolerantif it cancontinueto fulfill its specificatiordespiteaccidentafailures
of its components.How canonewrite suchapplicationsin Distributed Oz? The theory of fault-
tolerantsystemsaxplainshow to constructsuchsystemsaslayersof abstractiong22]. Very little
work hasbeendoneto integratetheseabstractioninto alanguagelatformsothat(1) afault-tolerant
systencanbebuilt within theplatform,and(2) theintegrationis orthogonato thelanguageentities.
Most of the languagewnork hasbeenconcentratedn the areasof persistencendtransactionsby
addingmodelsof theseconceptgo an existing language.lt is possible however, to supportfault
tolerancan amuchsimplerway.

We extendthe systemto supportpartial failure of sitesandindividual languageentities,andto
detectandhandlefailure of languageentities. We provide the meandor the programmeto decide
whatactionto take uponfailure. This is doneby installing “handlers”or “watchers”on individual
languageentities(seebelav). Theseareinvokedwhena failure occurs.No irrevocabledecisionis
taken by the system;the handlersandwatchersarefree to take any courseof action. In this way,

10/n the currentsystemaremotesiteis startecby the Unix remoteshellcommandrsh ).
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we intendto build afirst fault-tolerantiayerusingthe redundang thatcomesfrom having multiple
sitesin the system.This givesfault toleranceavenin the absencef persistenceMore refinedfault
toleranceébasedn persistencandtransactionsvill beaddedater.

6.1 Thecontainment principle

Fault toleranceis a propertythat crossesabstractiorboundarieg§27]. An examplewill make this
clear Mostexisting systemgwe includeapplications)o nothandletimecorrectly Whatthey dois
let alower layermake anirrevocabledecision,in theform of atime-outthatdoesnotlet the system
continue. Saythereis a time-outin a lower layer, for examplein the transportayer (TCP) of the
network interface.This time-outcrossesll abstractiorboundarieso appeaiatthetoplevel,i.e.,to
theuser Usually, a window is openedaskingconfirmationto abortthe application. The userdoes
nothavethepossibilityto communicatdackto thetimed-outlayer. Thisgreatlylimits theflexibility
of the system. It shouldbe possibleto build a systemwherethe usercandecideto wait, avoiding
an abort, or to abortimmediatelywithout waiting. In mostcasesneitherof thesepossibilitiesis
offered.Sometime®nepossibilityis offered,thusimproving the percevedquality of thesystem A
hard-mountedesourcdan the NFSfile systemoffersthe first possibility The Stopbuttonin a Web
browseroffersthesecondoossibility.

Thisleadsto aprincipleof containmentabnormal’behaior of ary layershouldbecontainable
by ahigherlayer. Thereforetheabnormalayershouldnot make ary irrevocabledecisionssuchas
abortingexecution,unlesghisis desiredoy the programmerTheprogrammedecidesvhich higher
layeris competento handlethe problem. The higherlayer shouldbe ableto take arny reasonable
courseof action. In our example,this meanshattime-outshouldnot be a wired-in propertyof a
system. The programmesshoulddecidewhetheror not to have a time-out,andwhatto do aftera
giventime haselapsedoneof the possibilitiesbeingto continuewaiting).

O Affected node

(O Normal node

Figure24: Remotedetectionof sitefailurein DistributedOz

6.2 Failuresin thedistribution graph

The externalcauseof afailurein DistributedOz is thefailure of oneor moresitesor of partof the
network. This shavsupin thedistribution graphat the level of accesstructuresWe sayanaccess
structureis affectedif it hasat leastonenodeon a failed site or if it hasat leastonelink across
afailed network. An affectedaccessstructurecanin mary casescontinueto work normally; e.g.,
anobjectcanstill be usedevenif it hasa remotereferenceon a failed site. An accessstructureis
failed if normalsitescanno longerdo operationnit. This happensf a crucial partof theaccess
structure,e.g., the managemode, is inaccessiblédecauseét is on a failed site or acrossa failed
network. Figure24 shaws a systemthat coverssix sites. Site B hasfailed; sitesA, C, E, andF
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have affectednodes;andsite D hasonly normalnodes.We assumehatsitesaredesignedo satisfy
the fail-stop property i.e., site failureshappeninstantly and are permanent.Networks may have
temporaryfailures,i.e., the network mayreturnto normal. An accesstructurecanthereforehave
bothtemporaryandpermanentailures.

6.3 Handlersand watchers

Distributed Oz detectsfailure at the level of accessstructureswhich shavs up in the languageas
singlelanguageentities,i.e., objects variablesandports. The defaultbehaior is thatanattempted
operationon an entity blocksindefinitely if thereis a problemin doing the operation. Any other
behaior mustbespecifiedexplicitly by theprogrammerWe proposeo dothisby installinghandlers
andwatcherontheentity. A handlerisinvokedif anerroris detectedvhentryingto doanoperation
ontheentity (lazy detection).A watdher is invokedwhenanerroris detectedor an entity, evenif
no operationis attemptedn the entity (eageretection).

Thesemantic®f handlersaandwatcherds simple.If anoperationis attemptedn afailedentity,
thentheoperationis replaceddy acall of thehandlerif oneexistswith avalid triggercondition. If
thesystendiscoversthatanentity hasfailed,theneverywatchemwith amatchingtriggerconditionis
runin a newly-createcthread.Handlersandwatchershave two agumentsnamelythefailed entity
itself andinformationaboutthetype of error.

Handlersmay beinstalledon entitiesper site andper thread.Persite and per entity, thereis at
mostone site-basedandlerand at mostone thread-basetiandlerper thread. Thread-basetan-
dlersoverridesite-basedandlersj.e., whereboth apply only the thread-basetandleris invoked.
Watcheranaybeinstalledon entitiespersite. Theremaybearny numberof watchergperentityona
givensite.

Handlersandwatchersareinstalledby builtins with the following threearguments:the entity,
control information, and the handleror watcheritself, which is a two-aigumentprocedure. The
controlinformationgivesthetype of errorfor which the handleror watchershouldbe invoked. In
thecaseof handlersthe controlinformationalsostipulatesvhetherthe handleris installedon a site
or threadbasis,andwhetherafterhandlerinvocationthe operatiorshouldberetried.

6.4 Classifying possiblefailures

Failure detectiondistinguishedetweerfour classe®f failure. A failure canbe eithertemporaryor
permanentThesecanbe further subdvidedinto homeandforeignfailures.Homefailuresprevent
the currentsite from performingoperationson the entity, while foreignfailuresindicatethatthere
is a problemamongother sitessharingthe entity preventingthemfrom performingoperationson
the entity. Handlersaretriggeredon homefailures. Watchersmay be triggeredon homeaswell
asforeignfailures. Foreignfailuresgive the site an indicationthat the thereis morethannetwork
lateny behindalack of activity by othersites.

6.5 Distributed garbage collection with failures

If asitefails, thencreditis lost for all affectedaccessstructuresvhosemanageiis still working.
Theseaccesstructureswill not bereclaimedunlesswe introduceanotheridea. A techniquethatis
successfullypeingusedin existing systemse.g.,JavaRMI [34], is alease-basedeference-counting
mechanismThis techniquecanalsobe usedtogethemwith the creditmechanismAny sitethathas
creditfor anaccesstructuremustperiodicallyrenaw its leaseby sendinga messagéo themanager
If the managerdoesnot receve at leastonerenaval messagavithin a giventime period,thenthe
managecanbereclaimed.
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Figure25: Securityissuesdn DistributedOz

7 Resource control and security

An applicationis secue if it cancontinueto fulfill its specificationdespiteintentional(i.e., mali-
cious)failuresof its componentsResourcecontrol and securityare globalissuesi.e., they cross
abstractiorboundarieg2], justlike faulttolerance.Theissuesmustthereforebe addressedt each
layer We briefly discusswhat canbe donein Distributed Oz. Fault toleranceand securityhave
muchin common[27], including the relianceon containmentaindredundang. But they focuson
very differentclasse®f failures.For example,a crucial partof securityis resourcecontrolbecause
exhaustingresourceds a commontechniqueto provoke intentionalfailures (“denial of service”
attacks) Althoughimportant,resourcecontrolis lesscritical for faulttolerance.
Resourcearecornvenientlydividedinto siteandnetwork resourcesSiteresourceincludecom-
putationalresourcegmemory/processogndotherresourcesuchasfile systemsand peripherals.
Thesamesiteresourcesormallyappeain someform ateachsitelayer, i.e., Oz programemulator
andoperatingsystem.In asimilar way, securityissuesappeat eachlayer(seeFigure25):

e Languagesecurity is apropertyof thelanguagelt guaranteethatcomputationsnddataare
protectedrom adwersarieghatstaywithin thelanguage.

e Implementation security is a propertyof the languagemplementationin the process. It
protectscomputationanddatafrom adwersariesvho attemptto interferewith compiledpro-
gramsj.e.,with the Oz bytecode.

e Operating system and network security arepropertieof theoperatingsystemandnetwork.
They protectcomputationanddatafrom adwersariesvho attemptto interferewith theinter
nals of the Oz emulatorand run-time systemwithin an operatingsystemprocessand who
attemptto interferewith the operatingsystemandthe network. Network securityis available
throughsecureTr CP/IR

7.1 Language security

We provide languagesecurityby giving the programmethe meango restrictaccesgo data. Data
arerepresentedsreferencedo entitiesin anabstracsharedcomputationspace.The spaceis ab-
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% Creat e new nmodul e ROpen that | ooks |ike the standard Open
% but allows only reading and only in the given directory Dir:
proc {NewReadInDir Dir ROpen}

class ROpenF

attr ~ fd

meth init(hame:FN)
% Shoul d verify absence of ..’ and '/’ in FN
fd <- {New Open.file init(hame:Dir#FN)}

end

meth read(list:CL)
{@fd read(list:CL)}
end
end
in
ROpen=open(file:ROpenF)
end

% Gve limted rights to an untrusted object:

SandboxOpen = {NewReadInDir  "/usr/home/untrusted_foreign/"}
{UntrustedObj setopenmodule(SandboxOpen)}

Figure26: Capabilitiesn Oz

stractbecausé providesawell-definedsetof basicoperationsin particular unrestrictechccesso
memoryis forbidden!! Onecanonly accesslatato which onehasbeengivenanexplicit reference.

A referenceo a procedureor anobjectbehaesasa capability Becausef lexical scopingand
first-clasgprocedure$l], it is possibleto createnew capabilitieghatencapsulatexisting onesthus
possiblylimiting their rights. For example,Figure26 shavs how to give an objectlimited rightsto
afile system.Calling{NewReadInDir ~ Dir ROpen} createsnenv moduleROpen, whichbehaes
exactly like the systemmoduleOpen, exceptthatit only allows to readfiles andonly in the given
directoryDir .

Capabilitiesdonotsolve all problemsn security[53]. They haveinherentweaknessesirst,the
authorizatiorto do somethings givenvery early, namelywhenthe capabilityis givenandnotwhen
the operationis attempted.Second.a capability can be forwardedto anyoneandit will continue
working. Therefore a capability-baseanechanisrmeedsto be extended—forexamplewith access
controlbasedn theidentity of the capability’s currentpossessor

7.2 Implementation security

Two importantissuesn implementatiorsecurityaresiteintegrity andresourceontrol. Thesdssues
appeamwhencodeis directly or indirectly passedetweersites. For example,sendinga procedure
to a computesener to executeit (direct) or invoking a methodof a mobile object(indirect). The
foreign codeis not necessarilytrustworthy.  The importing site should be protectedfrom being
corruptedby maliciousforeign code,i.e., by invalid Oz bytecode.This is very difficult in general.
Typicaltechniquesirebytecodeverificationandauthenticatinggompilers[49].

The foreigncodeshouldbe limited in its ability to usethe site’s computationatesourcesMo-
nopolizingthe processomay stane the site’s other concurrentactvities. Excessie memoryuse
may exhaustthe site’s memory which beingextremelydifficult to recover from, would effectively
crashthesite.

L1For example,both examiningdatarepresentation@ype casts)andcalculatingaddressegointerarithmetic)areforbid-
den.
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Theforeigncodeshouldbegivencontrolledaccesdo othersiteresourcesOhviously, untrusted
codecannotbe givenunlimited accesgo site-specifiaesourcesuchasfile systemslt is possible,
but not practical,to forbid accesdo all site-specificesourcegjust asit is not practicalto forbid all
accesgo basiccomputatiorresources!)Betteris to provide limited capabilities.

7.3 Virtual sites

To partially provideimplementatiorsecurityin DistributedOz, we proposehemechanisnof virtual
sites(seeFigure25). A site canspawn slave virtual sites,which behae exactly like standardsites
exceptthatthemastemonitorsandcontrolstheslaves.If theslave crasheshenthemasteiis notified
but not otherwiseaffected. The mastercontrolsslaves’ resourcesincluding their computational
resourcesndotherresourcesuchasaccesgo file systems.For example,the slave site might be
giventhe possibilityto createanddeletefiles in onespecificdirectorybut nowhereelse.

Within the limitationsimposedby the mastey a virtual site beharesalmostexactly the sameas
anordinarysite. It mayshareOz entitieswith the mastersiteor ary othersite. Thedifferences that
thevirtual site shareghe samemachine Communicatioris moreefficient sincethereis no network
layer To take advantageof theprotectionandresourcecontrolmechanismsf the operatingsystem,
aslave sitewill normallylive in a differentprocesghanits master

Virtual sitescanbe usedto exploit the computationatesource®f shared-memorynultiproces-
sors. Simply allocateone processoper virtual site. Becausecommunicatioroverheadsare lower,
thisis moreefficientthanparallelismoverthenetwork. Whetheithe parallelismlieadsto aneffective
speedumgepend®f courseonthe communicatioroverhead.

8 Conclusion

Distributedprogrammings of majorimportancdoday yetit remaingifficult. We presentdesign
for a distributedprogramminganguageDistributed Oz, thatfully separateanapplications func-
tionality from its distribution structure. Distributed Oz is a conserative extensionto the existing
centralizeddzlanguageOzis aconcurrenbbject-orientedanguagehatis state-avareandthathas
dataflav synchronizationOz programscanbe portedalmostimmediatelyto DistributedOz, which
isimplementedndpublicly available.We areexperimentingwith distributedapplicationsncluding
collaboratve tools,computeseners,andtechniquegor usingcentralizedapplicationsn distributed
settingq6].

Distributed Oz is very muchwork in progress.We presentpreliminary designsthat consera-
tively extendthe languagewith modelsfor opencomputing,fault tolerance andresourcecontrol.
Thesedesignsaarebeingimplementedaindextended.
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